Manual attribute releases with ADFS Toolkit

General

There are several reasons why a SP could need more attributes than provided in the Entity Categories provided

The SP don't live up to the demands for a specific Entity Category but need the attributes to work

The SP works with the provided attributes from the Entity Category but will 'look better' with added attributes
The SP has incorrect metadata in the feed and needs other attributes than provided from the Entity Category
The SP don't have any Entity Category but need more attributes than transient-id

The SP is local for the institution so the attribute release can be done more freely

To fix this ADFSToolkit allow the IdP administrator to make manual attribute releases for specific SP's.

The manual releases are added to the release from the Entity Categories, if any. If the same attribute is released in a Entity Category and also in a manual
release the manual release will take over.

How to make a manual attribute releases for SP's

In the /config folder you will find a PowerShell script with the name get-ADFSTkManualSPSettings.ps1.

This script contains a function that should contain all specific overrides for attribute releases for a given entity.
For a given entity, we:

create an empty TransformRules Hashtable

assign specific transform rules that have a corelating TransformRules Object

when complete, we insert the Ordered Hashtable transform into the Hashtable we return
We can also get clever and inject a transform rule into the hashtable rather than reference an existing one

The TransformRules Hashtable is provided in the top of the script and that Hashtable is returned in the end. It looks like this:

# Hashtable that we will return at the end of the function
$l ssuanceTr ansf or rRul eManual SP = @}

imanual rel eases]
$I ssuanceTr ansf or nRul eManual SP
If you want to add a manual release we recommend you add the following code (where the manual releases is above):
### Description of the SP
$TransfornmRul es = [Ordered] @}
$TransfornRul es. [ TransfornmRul e Cbject] = $A | TransfornRul es. [ TransfornRul e Obj ect]

$I ssuanceTr ansf or mRul eManual SP["[Entityl D for the SP'] = $TransfornRul es
#HH#H

To find which TransformRule Objects that are available run the following command:
Power Shel |

Get - ADFSTKTr ansf or mRul eObj ect s

This will list all available TransformRule Objects.

To see how the TransformRule Objects are build up, look at the Import-ADFSTkAIlITransformRules.ps1 in the /private folder of the module.

Known SP's that need fixes

General
There are some SP's that we know needs attention to be able to work. Before you add any of them, please make sure they don't work as-is.

The PowerShell code provided for each SP should be copied to the get-ADFSTkManualSPSettings.ps1 script in the /config folder. Please note the
additional steps might also be needed.

Terena



#i#

#i#

Orcid

#i#

iz

Terena. org/ sp
$Tr ansf or mRul es
$Transf or nRul es

$Transf or nRul es.
$Tr ansf or nRul es.
$Transf or nRul es.
$Tr ansf or nRul es.
$Transf or nRul es.
$Transf or nRul es.
$Tr ansf or mRul es.

$I ssuanceTr ansf

orcid.org

$Tr ansf or mRul es
$Transf or nRul es
$l ssuanceTr ansf

= [Ordered] @}
.'transient-id = $A |l TransfornmRules. 'transient-id'
eduPer sonTar get edl D = $Al | Transf or nRul es. eduPer sonTar get edl D
eduPer sonPri nci pal Name = $Al | Tr ansf or nRul es. eduPer sonPri nci pal Name
mai | = $A | Transfor nRul es. mai |
di spl ayName = $Al | Tr ansf or nRul es. di spl ayNane
gi venNane = $Al | Transf or mRul es. gi venNane
sn = $Al | TransfornRul es. sn
eduPer sonScopedAffiliation $Al | Transf or nRul es. eduPer sonScopedAf filiation
or mRul eManual SP["https://terena.org/sp"] = $TransfornRul es

[Ordered] @}
. eduPer sonUni quel D = $AI | Transf or nRul es. eduPer sonUni quel D
or nRul eManual SP["https://orcid.org/sam 2/sp/1"] = $TransfornRul es

Sectigo (Cert-manager)

Sectigo needs eduPersonEntitlement = urn:mace:terena.org:tcs:personal-user for all AL2 users.

Below is an example where the AL2 is retrieved from an AD group. Change the code based on how AL2 is stored in your institution.

H#HH#

Cert - manager
$Transf or nRul es

$Tr ansf or nRul es.
$Transf or nRul es.
$Tr ansf or mRul es.
$Tr ansf or nRul es.
$Transf or nRul es.
$Tr ansf or mRul es.
$Tr ansf or nRul es.

Rul e=@
@Rul eNane

(Secti go)

= [Ordered] @}

eduPer sonPri nci pal Nane $AI | Transf or nRul es. eduPer sonPri nci pal Name
di spl ayName = $Al | Transf or nRul es. di spl ayNane

gi venNarme = $Al | Transf or nRul es. gi venNane

mai | = $A | Transfor nRul es. mai |

sn = $Al | TransfornRul es. sn

schacHonmeOr gani zat i on $Al | Transf or nRul es. schacHomeOr gani zat i on
eduPer sonEntitl ement = [ PSCust ontbject] @

"Set eduPersonEntitlenment for AL2 users"

c:[Type == "http://schemas. xnl soap. org/ cl ai ns/ G oup", Value == "<group nanme contai ni ng

all AL2 users>"]
=> i ssue(Type =
personal -user", Properties["http://schenas.

oasi s: nanes: tc: SAML: 2. 0: attrnane-format: uri

"urn:oid:1.3.6.1.4.1.5923.1.1.1.7", Value = "urn: mace:terena.org:tcs:
xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/attributenane”"] = "urn:

")

Attribute="http://schemas. xn soap. or g/ cl ai ns/ G oup”
}

$I ssuanceTr ansf or rRul eManual SP[ "https://cert-manager. coni shi bbol eth"] = $TransfornRul es

#iH#

InAcademia

### | nacadeni a
$TransfornRules = [Ordered] @}
$TransfornRul es. transientid = [ PSCust onbj ect] @
Rul e=@
@Rul eName = "synt hesi ze persistent-id"
c:[Type == "http://schenmas. m crosoft.com ws/ 2008/ 06/identity/clains/prinmarysid"]
=> add(store = "_Opaquel dStore", types = ("urn:adfstk:persistentid"), query = "{0};{1};{2}",
param = "ppi d", param = c.Value, param = c.Oiginal |l ssuer);
@Rrul eNane "issue persistent-id"
c:[Type "urn: adf stk: persistentid"]
=> i ssue(Type = "http://schenas. xm soap. org/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nanei dentifier",
| ssuer c. | ssuer,
Oiginallssuer = c.Oiginall ssuer,
Val ue c. Val ue, Val ueType c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai nproperties/format"]
0: nanei d-f ormat : persi stent"”,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai nproperties/spnanequal ifier"]
"[ Repl aceW t hSPNaneQual i fier]",
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai nproperties/ namequal ifier"]
"http://$($Settings.configuration. StaticVal ues. ADFSExt ernal DNS) ") ;
"@

= "urn:oasis:
nanes: tc: SAM.: 2.

Attribute=""
}
$l ssuanceTr ansf or mRul eManual SP[ "htt ps://inacadeni a. or g/ net adat a/ i nacadeni a- si npl e-val i dati on. xm "]
$Transf or nRul es
it


http://schemas.xmlsoap.org/claims/Group
http://member-liu.se
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename
http://schemas.xmlsoap.org/claims/Group
http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
https://inacademia.org/metadata/inacademia-simple-validation.xml
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