MSDNAA - DreamSpark Premium

Introduction

MSDNAA is the Microsoft Developer Network Academic Alliance - an online webstore offering discounted Microsoft products to students and teachers. The
service is operated by e-academy.com. This service is only available in SWAMID 2.0 metadata.

Attribute requirements
Since e-academy declares safe-harbor it can be treated as any EU-based company. However SWAMID operations recommends that eptid be used

instead of eppn's as identifiers for users. The minimum attribute release is only eptid but email and displayName helps to make the site more user-friendly.
Some features may require the release of organizational information.

Implementation Guide
Read the official Shibboleth MSDNAA implementation guide for details on how to turn on SAML ("Shibboleth") authentication for your MSDNAA/ELMS

webstore. In order to do this you first have to have a webstore of course - contact your Microsoft representative. This document also contains a full list of
supported attributes. Note that some of those attributes are in fact optional.

1 MSDNAA kréver att [dPn konsumerar metadata for SWAMID 2.0. Las mer har: Konfigurera metadata for att anvanda SWAMID samt Choosing
the right SAML metadata URL.

Special conciderations when MSDNAA license is not covering the whole HEI

If your university or university college doesn't have a MSDNAA license covering the whole organization but only part of it you have to need to make some
special arrangments to make this work.

1. For all users that is eligible to use DreamSpark Premium you must an ou attribute (urn:oid:2.5.4.11) from your IdP release to ELMS Webshop with
a special value, for example DreamSparkEligible.
2. You must configure External Organization Code in the webshop Organization form to the value you ou attribute you release, in this case

DreamSparkEligible.

Display Mame™

Reports - DreamSpark Premium
Users * | Short Name

WebStore

Account Number

Organization Code

Identifier for organization assigned by organization it is managed by

External Organization Code

DreamSparkEligible

Code supplied by the organization itself or its parent to identify it in exchanges such as Integrated User Verification

Home Website URL

3. Activate Restrict Eligibilty Scope in the form form Shibboleth Verification.


ftp://ftp.e-academy.com/support/outgoing/ELMS_Shibboleth_User_Verification_Customer_Implementation_Guide_EN.pdf
#
https://wiki.sunet.se/display/SWAMID/Choosing+the+right+SAML+metadata+URL
https://wiki.sunet.se/display/SWAMID/Choosing+the+right+SAML+metadata+URL

Shibboleth

Details Settings

Relying Party™

[swamID

Federation or Identity Provider (IdP) providing Single SignOn authentication.
Identity Provider EntityID

If the relying party is a federation yet a single IdP is to be used, enter its entityID so that discovery services (WAYF) is not used. The entityID
value should be exactly as it is found in the metadata (i.e. urn:mace:incommen:myerg.edu or https://shibboleth.myorg.edu).

IUV Administrator Email Address

Email address of individual (or distribution list) who will receive error messages.

Hide Username
For the case when a screen-friendly username is not provided as part of the set of released attributes from the IdP. When checked, this setting
prevents a user's unigue identifier from being shown in several places in the webstore UL

Logout Redirect URL

The URL a user will be redirected to following a logout fram the webstore and the Shibboleth Service Provider.

[¥] Restrict Eligi ility Scope

1f checked, eligibility attributes (e.g. eduPersonScopedAffiliation) will only be processed for users with accompanying organizational unit
attributes (e.g. ou, eduPersonOrgUnitDN). The purpose of this is to reduce the scope of eligibility to a sub-institutional level, enabling
departmental webstores.
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