3.2 Configure Shibboleth SP - attribute-map.xml

The configuration file attribute-map.xml tells the Shibboleth software which attribute types exists in a federation and how to decode and present that
information to applications.

Within the SWAMID community we have defined an SWAMID standard attribute-map.xml for Shibboleth Service Provider v2 och v3. This attribute-map.
xml is more extensive than the attribute-map.xml that is part of the distribution. Please replace the installed attribute-map.xml with the file that is available
on this page.

@ Important information

Please note that every attribute in attribute-map.xml with result in a header sent to backend if ShibUseHeaders is enabled (two if
metadataAttributePrefix is defined). If you get too many, remove unused attributes from attribute-map.xml or modify backend header limits
(LimitRequestFields/LimitRequestFieldSize in Apache HTTPD Server, maxHeaderCount/maxHttpHeaderSize in Apache Tomcat Connectors).

The latest published SWAMID example attribute map for Shibboleth Service Provider 3 is published at mds.swamid.se/entity-configurations/Shibboleth-SP
/v3/. Below is the latest version included from the publication repository.

<Attributes xm ns="urn: mace: shi bbol eth: 2. 0: attribute-map" xnml ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >

<l--
SWAM D standard attribute-nmap.xm for SAML 2.0

The nappings are agreed to within the Shibboleth community or directly LDAP attribute nanes.
Version: 2023-10-18

REMEMBER to notify SWAM D sani-adm ns |ist when updating this file!
-->

<I-- New standard identifier attributes for SAM.. -->

<Attribute name="urn:oasis:nanes:tc: SAM.: attri bute: subject-id" id="subject-id">
<Attribut eDecoder xsi:type="ScopedAttributeDecoder" caseSensitive="false"/>

</Attribute>

<Attribute name="urn:oasis:nanmes:tc: SAM.: attribute: pairw se-id" id="pairw se-id">
<AttributeDecoder xsi:type="ScopedAttributeDecoder" caseSensitive="false"/>
</ Attribute>

<!-- Swedish -->
<Attribute name="urn:oid:1.2. 752.29.4.13" id="personal | dentityNunber"/>

<l-- A persistent id attribute that supports personalized anonynous access. -->
<!-- First, the eduPerson version with O D style name: -->
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.10" id="persistent-id">
<Attribut eDecoder xsi:type="Nanel DAttributeDecoder" fornatter="$NaneQualifier!$SPNaneQualifier! $Nanme"
defaul tQualifiers="true"/>
</Attribute>
<l -- Second, the SAML 2.0 NanelD Format: -->
<Attribute name="urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : persi stent” id="persistent-id">
<Attribut eDecoder xsi:type="Nanel DAttributeDecoder" fornatter="$NaneQualifier!$SPNaneQualifier! $Name"
defaul tQualifiers="true"/>
</Attribute>

<!-- eduPerson attributes until version 201602 -->
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.6" id="eppn">
<Attribut eDecoder xsi:type="ScopedAttributeDecoder"/>
</Attribute>
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.12" id="prior-eppn">
<Attribut eDecoder xsi:type="ScopedAttributeDecoder"/>
</Attribute>
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.9" id="affiliation">
<AttributeDecoder xsi:type="ScopedAttributeDecoder" caseSensitive="false"/>
</Attribute>
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1" id="unscoped-affiliation">
<AttributeDecoder xsi:type="StringAttributeDecoder" caseSensitive="false"/>
</ Attribute>
<Attribute name="urn:oid:1. 3.
<Attribute name="urn:oid: 1. 3.

3

. 7" id="entitlement"/>
3.

6.1.4.1.592 L1001,
6.1.4.1.592 .1.1.5" id="primary-affiliation">
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<Attribut eDecoder xsi:type="StringAttributeDecoder" caseSensitive="false"/>
</ Attribute>

<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.2" id="nicknanme"/>
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.8" id="primary-orgunit-dn"/>
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.4" id="orgunit-dn"/>
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.3" id="org-dn"/>

<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.11" id="assurance"/>
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.13" id="unique-id"/>
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.16" id="orcid"/>

<!-- eduMenber attributes until version 200507 -->
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.5.1.1" id="nenber"/>

<!-- eduCourse attributes until version 200507 -->
<Attribute name="urn:o0id:1.3.6.1.4.1.5923.1.6.1.1" id="eduCourseCffering"/>
<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.6.1.2" id="eduCourseMenber"/>

<l-- Attributes fromthe Nordic LDAP schema nor Edu* until version 1.6 -->

<Attribute name="urn:oid:1.3.6.1.4.1.2428.90.1.10" id="nor EduPer sonLegal Narme"/>
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90. 1.5" id="nor EduPer sonNI N'/ >

<Attribute name="urn:oid:1.3.6.1.4.1.2428.90. 1. 4" id="nor EduPer sonLI N'/>

<Attribute name="urn:oid:1.3.6.1.4.1.2428.90.1.6" id="nor EduOr gAcronyni'/ >

<Attribute name="urn:oid:1.3.6.1.4.1.2428.90. 1. 3" id="nor EduPer sonBi rthDate"/ >
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90.1.13" id="nor EduPer sonServi ceAut hnLevel "/ >
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90. 1. 14" i d="nor EduPer sonAut hnMet hod"/ >
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90.1. 7" id="nor EduOr gUni quel dentifier"/>
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90.1.8" id="nor EduOr gUni t Uni quel dentifier"/>
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90. 1. 12" id="nor EduOr gNI N'/ >

<Attribute name="urn:oid:1.3.6.1.4.1.2428.90. 1. 1" id="nor EduOr gUni queNunber"/ >
<Attribute name="urn:oid:1.3.6.1.4.1.2428.90.1.2" id="nor EduOr gUni t Uni queNurber"/>

<l-- Attributes fromthe European SCHerma for ACademi a (SCHAC) until version 1.5.0 -->

<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.1" id="schacMot her Tongue"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.2" id="schacGender"/>

<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.3" id="schacDateOBirth"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.4" id="schacPlaceOBirth"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.5" id="schacCountryOfGtizenship"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.6" id="schacSnl1"/>

<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2. 7" id="schacSn2"/>

<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.8" id="schacPersonal Title"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.9" id="schacHomeOr gani zation"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178. 1. 2. 10" i d="schacHomeOr gani zati onType"/ >
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.11" id="schacCountryCf Resi dence"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.12" id="schacUserPresencel D'/ >
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.13" id="schacPersonal Position"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178. 1. 2. 14" i d="schacPer sonal Uni queCode"/ >
<Attribute name="urn:oid:1.3.6.1.4.1.25178. 1. 2. 15" i d="schacPer sonal Uni quel D'/ >
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.17" id="schacExpiryDate"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.18" id="schacUserPrivateAttribute"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178.1.2.19" id="schacUser Status"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178. 1. 2. 20" id="schacProj ect Menber shi p"/>
<Attribute name="urn:oid:1.3.6.1.4.1.25178. 1. 2.21" id="schacProj ect SpecificRole"/>

<!-- Attributes fromthe late Swedish A liance for Mddleware Infrastructure (SWAM) -->
<l-- GMAlI authorization tuples, npstly sent as eduPersonEntitlenent (entitlenent above) -->
<Attribute name="urn:oid:1. 2. 752.104.2.3.1" id="swam Grai Assertion"/>

<l-- Unique identifier for billing recipients -->

<Attribute name="urn:oid:1.2.752.104.3.1.1" id="swanmiBillingldentifier"/>

<!-- ldentifying a recipient of a nonetary transfer within a single financials system-->
<Attribute name="urn:oid:1.2. 752.104.3.1.2" id="swam CostCenterldentifier"/>

<l-- Attribute to extract SWAM D Assurance Profiles -->
<Attribute name="urn:oasis:nanes:tc: SAM.: attri bute: assurance-certification" id="Assurance-Certification"/>

<!-- Exanpl es of standard LDAP-based attributes -->

<Attribute name="urn:oid:2.5.4.3" id="cn"/>

<Attribute name="urn:oid:2.5.4.4" id="sn"/>

<Attribute name="urn:oid:2.5.4.42" id="givenName"/>

<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 241" i d="di spl ayNane"/ >
<Attribute name="urn:oid:0.9.2342. 19200300. 100. 1. 1" id="uid"/>
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 3" id="mail"/>



<Attribute name="urn:oid:2.5.4.20" id="tel ephoneNunber"/>

<Attribute name="urn:oid:2.5. 4. 12" id="title"/>

<Attribute name="urn:oid:2.5.4.43" id="initials"/>

<Attribute name="urn:oid:2.5.4.13" id="description"/>

<Attribute name="urn:oid:2.16.840.1.113730.3. 1. 1" id="carlLicense"/>
<Attribute name="urn:oid: 2. 16.840.1.113730. 3. 1. 2" i d="depart nent Nunber"/>
<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 3" id="enpl oyeeNunber"/>
<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 4" i d="enpl oyeeType"/>
<Attribute name="urn:oid: 2. 16.840.1.113730. 3. 1. 13" id="nmmil Local Address"/>
<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 39" id="preferredLanguage"/ >
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 10" i d="manager"/>
<Attribute name="urn:oid:2.5. 4. 34" id="seeAl so"/>

<Attribute name="urn:oid:2.5.4.23" id="facsim|eTel ephoneNunber"/>
<Attribute name="urn:oid:2.5.4.9" id="street"/>

<Attribute name="urn:oid:2.5.4.18" id="postOficeBox"/>

<Attribute name="urn:oid:2.5.4.17" id="postal Code"/>

<Attribute name="urn:oid:2.5.4.8" id="st"/>

<Attribute name="urn:oid:2.5.4.7" id="1"/>

<Attribute name="urn:oid:2.5.4.10" id="0"/>

<Attribute name="urn:oid:2.5. 4. 11" id="ou"/>

<Attribute name="urn:oid:2.5.4.15" id="busi nessCat egory"/>

<Attribute name="urn:oid:2.5.4.19" id="physical DeliveryOficeName"/>
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 43" id="fri endl yCountryName"/>
<Attribute name="urn:oid:2.5.4.6" id="countryNanme"/>

</ Attributes>
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