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Options for Running Zoom

« Zoom Meeting connector
* The current on-prem
» Covered by existing and new DPA

« Zoom Hybrid
 Incudes Zoom native AI modules etc.

* Locked to Europe, runs primarily in Frankfurt
« Covered by new DPA

« Zoom Public Cloud
* Includes all Zoom AI functions including 3’rd party models like Open Al
* Runsinthe US
* Not covered by the NORDUnet and NREN’s DPA
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Data Processing overview

Data Type

Audio & Video

Screen Sharing
/ Content

Whiteboard

Recording

Whiteboard /
Notes / Docs /
Polls /
Transcripts

Signaling (chat,
participant list,
control)

Web Client/Web
App Traffic

Zoom Hybrid Meeting
(Regular Mode)

Go through Zoom Cloud

Same as audio/video

Cloud-based whiteboard
(processed in Zoom Cloud)

Cloud recording available —
processed/stored in Zoom
Cloud

Cloud-based for regular mode
(routing through Zoom Cloud)

Always retains light signaling
via Zoom Cloud even if media is
local

Processed via Zoom Cloud;
media passes through cloud if
participants join via browser

Zoom Hybrid Meeting (Private Mode)

Fully on-prem: both media & signaling
kept local unless cloud services explicitly
allowed

Fully on-prem unless cloud services
explicitly allowed

By default, cloud services like Whiteboard
are disabled, but admins may allow them
(then they'd process in cloud)

Cloud recording is disabled by default in
Private Mode [1]

Disabled by default. Can be enabled by
account admin with cloud routing

Fully localized signaling (no cloud
signaling) unless cloud services enabled
and needs it

Optional Real-Time Web Gateway can
route Web App media locally

[1]: Depends on local Recording service installed and working or not

Meeting Connector

Fully on-prem: media
processed within private cloud

Processes locally within your
VM-based private cloud

Cloud services like Whiteboard
(they process in cloud)

With Recording Connector,
recording is done on-prem to
local NFS storage

All data processed/stored
within on-prem Meeting
Connector and associated
services

Fully local within your
infrastructure, though meeting
control stays in Zoom Cloud Ul

Web traffic handled entirely
within your on-prem Meeting
Connector if configured




