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Shibboleth +
Entra + MFA ?

Fungerar detta ?

Sunetdagarna hosten 2025
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Forutsattningar

« Nyinstallerad Shibboleth IdP 5.1.6 under Jetty 12.0.27
 Installerad under /opt/shibboleth-idp
« MDQ mot mds.swamid.se

» Anvandare finns i en lokal LDAP server som aven anvands for att
verifiera anvandarkonto och l[osenord

« EntitylD = https://shibboleth-idp-1.qa.swamid.se/idp/shibboleth

« FOljer sedan i stort
https://shibboleth.atlassian.net/wiki/spaces/KB/pages/2783936889/SAML+Prox
ying+EntralD+Azure+with+the+Shibboleth+IdP
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Login to SWAMID Entity Category Release Check

SWAMID

This is a test service for ldentity Provider administrators to test that they follow the SWAMID
Best Current Practice for Entity Category Attribute Release.

Username

student =

Password

FEEEEEE n

[:] Don't Remember Login

D Clear prior granting of permission for release of your information to this service.

® Forgot your password?
® Need Help?
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Malet

Minimal andring
Anvandaren loggar in mot Entra
« Hamtar enbart ut anvandarkonto fran Entra

Alla uppgifter om anvandaren hamtas fran samma LDAP som
innan.

Lagga till stod for MFA via Entra

&I SWAMID



ae Microsoft
Sign in

bjorn@sunet.se

Can't access your account?

Qh Sign-in options

< SWAMID

Mext
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De olika stegen

« Steg 1 — Konfigurera Entra

 Har behover vi hjalp av ndgon med access till
https://portal.azure.com/

« Steg 2 - Konfigurera IdP:n som Proxy
* Nu kommer det roliga ©

« Steg 2b — Lagga till stod for Refeds-MFA
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https://portal.azure.com/

Steg 1 — Konfigurera Entra

 Trust Task: 1. Update your IdP's metadata
« Skippade denna ©

« Trust Task: 2. Register your IdP with EntralD
« Be Azure admin att l1agga till en "Enterprise Application”
« EntitylD
» https://shibboleth-idp-1.qa.swamid.se/idp/shibboleth

« Assertion Consumer Service (ACS) URL
» https://shibboleth-idp-1.ga.swamid.se/idp/profile/Authn/SAML2/POST/SSO
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Steg 1 — Konfigurera Entra

« Trust Task: 3. Register the upstream IdP's metadata locally
- Be Azure admin att ladda ner metadata at dig
« xmllint -format > /opt/shibboleth-idp/metadata/AzureAD-idp.xml
« Plocka bort alla RoleDecriptors och lagg till Scope

<EntityDescriptor .. entityID="https://sts.windows.net/...

<IDPSSODescriptor ..>
<Extensions>
<Scope xmlns="urn:mace:shibboleth:metadata:1.0"
regexp="false">sunet365.onmicrosoft.com</Scope>
</Extensions>

</ibﬁSSODescriptor>
</EntityDescriptor>
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Steg 1 — Konfigurera Entra

« Trust Task: 4. Configure EntralD Attribute Release to the
Shibboleth IdP

Required claim

Claim name Type Value

Unique User Identifier (Mame ID) SAML user.userprincipalname [... ===

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
ﬁ http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
Denna ér den http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

viktiga, ovriga ar
bara bon us just “ Advanced settings
nu
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Steg 2 - Konfigurera IdP:n som Proxy

Trust Task: 3. Register the upstream IdP's metadata locally
Lagg in metadata for Azure

« Proxy Task 1. Change the IdP authentication flow to SAML
Aktivera inlogging mot Azure

« Proxy Task 2. Update Your Attribute Filter
Vad vi accepterar frén Azure

« Proxy Task 3. Enable IdP to Recognize EntralD Claims
"Lar” Shibboleth hur den skall tolka

» Proxy Task 4. Subject Canonicalisation
Plocka ut anv'ndarnamnet

« Proxy Task 5. Configuring Attribute hybrid resolving

Sl& upp i LDAP
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Steg 2 - Konfigurera IdP:n som Proxy

Filer som andras

« conf/metadata-providers.xml

« conf/authn/authn.properties

« conf/attribute-filter.xml

« conf/attributes/default-rules.xml
 conf/cl4n/subject-c14n.properties
« conf/cl14n/subject-c14n.xml
 (conf/attribute-resolver.xml)

For MFA
 conf/authn/authn-comparison.xml
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Steg 2 - Konfigurera IdP:n som Proxy

» Trust Task: 3. Register the upstream IdP's metadata locally
« conf/metadata-providers.xml

<MetadataProvider id="AzureAD-idp-metadata"
xsi:type="FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/AzureAD-idp.xml" />

<MetadataProvider id="DynamicEntityMetadata”
xsl:type="DynamicHTTPMetadataProvider”

&I SWAMID



Steg 2 - Konfigurera IdP:n som Proxy

« Proxy Task 1. Change the IdP authentication flow to SAML
« conf/authn/authn.properties

# Regular expression matching login flows to enable, e.qg.
# IPAddress|Password
idp.authn.flows = SAML

# Discovery options:

# Define shibboleth.authn.SAML.discoveryFunction bean

# Set proxyEntityID property

# Fall through to discovery via discoveryRequired property
idp.authn.SAML.proxyEntityID = https://sts.windows.net/.../
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Steg 2 - Konfigurera IdP:n som Proxy

« Proxy Task 2. Update Your Attribute Filter
« conf/attribute-filter.xml

<!-- PLACEHOLDER DO NOT REMOVE -->
<AttributeFilterPolicy id="Proxy-FromAzure'>
<PolicyRequirementRule xsi:type="Issuer"
value="https://sts.windows.net/.../" />
<AttributeRule attributeID="azureDisplayname" permitAny="true" />

<AttributeRule attributelID="azureName'">
<PermitValueRule xsi:type="ScopeMatchesShibMDScope" />
</AttributeRule>
</AttributeFilterPolicy>
</AttributeFilterPolicyGroup>
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Steg 2 - Konfigurera IdP:n som Proxy

« Proxy Task 3. Enable IdP to Recognize EntralID Claims

 attributes/azureClaims.xml

 Finns pa https://mds.swamid.se/entity-configurations/Shibboleth-
IdP/v5/attributes/azureClaims.xml

 attributes/default-rules.xml

<beans ..>
<import resource="azureClaims.xml" />

</beans>
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Steg 2 - Konfigurera IdP:n som Proxy

» Proxy Task 4. Subject Canonicalisation
« conf/cl4n/subject-c14n.properties

# Lists of attributes to resolve...
idp.cldn.attribute.attributesToResolve = azureName,azureDisplayname, ..

# and then select a principal name from
idp.cld4n.attribute.attributeSourcelds = azureName

# Allows direct use of attributes via SAML proxy authn, bypasses resolver
idp.clédn.attribute.resolveFromSubject = true
idp.cld4n.attribute.resolutionCondition = shibboleth.Conditions.FALSE

#

# Specific to this KB article, this is the regex used in

# the next step for subject-cld4n.xml
idp.cld4.saml.proxy.regex.for.principal="(.+)@sunet365\.onmicrosoft\.com$
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Steg 2 - Konfigurera IdP:n som Proxy

« Proxy Task 4. Subject Canonicalisation
« conf/cl4n/subject-c14n.xml

# Lists of attributes to resolve...
<beans ..>
<util:list i1id="shibboleth.PostLoginSubjectCanonicalizationFlows">
<bean id="cl4n/attribute”
parent="shibboleth.PostLoginSubjectCanonicalizationFlow" />

</util:list>

<util:list id="shibboleth.cl4n.attribute.Transforms">
<bean parent="shibboleth.Pair”
p:first="%{idp.cl4.saml.proxy.regex. for.principal}”
E:second=" 1" />
</util:list>
</beans>
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Steg 2 - Konfigurera IdP:n som Proxy

» Proxy Task 5. Configuring Attribute pass-through and/or hybrid
resolving

 conf/attribute-resolver.xml
 Da vi hamtar allt fran var lokala LDAP behdvs inte detta steg.
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Steg 2b — Lagga till stod for Refeds-MFA

« Proxy Task 6. Handling REFEDS AuthnContext Requests
 conf/authn/authn.properties

idp.authn.SAML.supportedPrincipals = \
saml2/https://refeds.org/profile/mfa, \
saml?2/urn:oasis:names:tc:SAML:2.0:ac:classes:
PasswordProtectedTransport, \
saml?2/urn:oasis:names:tc:SAML:2.0:ac:classes:Password, \
samll/urn:oasis:names:tc:SAML:1.0:am:password
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Steg 2b — Lagga till stod for Refeds-MFA

« Proxy Task 6. Handling REFEDS AuthnContext Requests
 conf/authn/authn-comparison.xml

<beans ..>
<util:map id="shibboleth.PrincipalProxyRequestMappings">
<entry>
<key>
<bean parent="shibboleth.SAML2AuthnContextClassRef"
c:classRef="https://refeds.org/profile/mfa" />
</key>
<list>
<bean parent="shibboleth.SAML2AuthnContextClassRef"
c:classRef="http://schemas.microsoft.com/claims/mul tipleauthn" />
</list>
</entry>
</util:map>

<util:map id="shibboleth.PrincipalProxyResponseMappings">

<entry>
<key>
<bean parent="shibboleth.SAML2AuthnContextClassRef"
c:classRef="http://schemas.microsoft.com/claims/mul tipleauthn" />
</key>
<list>
<bean parent="shibboleth.SAML2AuthnContextClassRef"
c:classRef="https://refeds.org/profile/mfa" />
</list>

</entry>

</util:map> f.j SWAM'D
</beans>
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