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Welcome to Sunet Drive, a cloud based file sharing and storage
service enabling collaboration on large amounts of data within and
between organizations.
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Sunet Drive - News and Changes

Sunet Drive

* Current and future architecture

* Operational statistics

* Security audit - preliminary results
* Nextcloud 28

* Al Assistant

* MFA and Step-up Authentication
 RDS

* Jupyter

* Outreach




Sunet Drive - Current Architecture
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Sunet Drive - Future Architecture

Primary data sources Secure Storage Analyze and Publish

UV-Vis

IVIUM

PIA

IPCE

wn
c
=z
m
_|



Sunet Drive - Future Architecture

An Academic Toolbox
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SUNET

Sunet drive
today

e 2x54 nodes on 300 servers in two data
centres

* 100% powered by green energy

e 20 paying customers

« 376TB data stored with >0.5TB added daily
2,744 users
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Sunet Drive
development & projects

Full RDS-setup in production

JupyterHub

Secure Zones/MFA/Step-up Authentication
Security Audit

Devops: Third data centre & Kubernetes
Al Assistant with “Ethical AI”

Core Application

JupyterHub

Core Application

Sciebo Research Data Service

Core Application

ScienceMesh




Sunet Drive in the ScienceMesh

88 ScienceMesh / General statistics <§

H

SURF (NL)

CESNET (C2)

PSNC (PL)

SUNET (SE)

SURF (NL)

Sweden: 2744 users

Leaflet | © OpenStreetMap © CartoDB!

Users per site

Storage per site

SUNET (SE)

CESNET (C2)

Site Country Reva version
CESNET [e74 (Unknown)
PSNC PL (Unknown)
SUNET SE v1.26.0

SURF NL (Unknown)

Leaflet | © OpenStreetMap © CartoDB!

Total users

Total storage

PSNC (PL)




Sunet Drive Operational Statistics

Jira Nextcloud Incidents Maintenance Forum Trainings Drive-ops Drive-tests

2023 Jan 26 1 0 3 2 2 340

Feb 18 3 1 1 4 2 205

Mar 21 2 1 2 5 2 69

Apr 17 3 0 1 5 1 40

May 18 6 2 2 1 2 154

Jun 16 6 1 1 3 2 51

Jul 0 3 2 2 0 1 93 21

Aug 9 0 0 0 2 0 11 10

Sep 12 5 0 1 6 1 54 12

Oct 22 2 0 2 2 2 48 27

Nov 16 3 1 1 3 1 68 28
2024 Dec 11 0 0 1 1 2 21 9

Jan 7 3 1 1 2 1 37 32

Feb 14 6 1 2 6 2 140 30

Mar (so far) 3 6 0 1 1 0 74 18

Total 210 49 10 21 43 21 1405 187

Average 14.0 3.3 0.7 14 2.9 1.4 93.7 20.8
SUNET Drive

Operational
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Sunet Drive - Testing over Time

Average stage times:
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Sunet Drive Security Audit - 2024-04

 Based on Sunet Drive Prod (27.1.6)
e External auditors (triop.se)
* Preliminary results provided to Sunet

* Risks identified related to co-management of Sunet Drive (i.e.,
limiting access for node-local admins)

* Risks immediately mitigated in test and production
« Separate reports will be shared later
« More information is available on demand

“...that the overall security of the parts of Sunet Drive
that we audited is good.”
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Nextcloud 28

Update history of Sunet Drive TEST

Sunet usually waits for minor version 3 before an upgrade
28.0.3 was delayed, so we updated to 28.0.2

28.0.2 had many issues, related to file handling and Ul

28.0.3 was unstable, especially with regards to Collabora
document handling

28.0.4 (current version) is more stable, but “not there yet”

Sunet Drive Prod will remain on 27.1.x until 28 is stable.

Prod will be (and has been) patched with relevant
security fixes.

* Nextcloud 29 (Hub 8) will be released on April 24th :-)

100
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Nextcloud 28 - Al Assistant

e Introducedin 27.1 and improved in 28

* Has support for OpenAl and Local
Large Language Models

* On-prem inference using “Ethical Al"

Available in Sunet Drive TEST upon
request

+. Nextcloud Assistant X

Generate text Context write Summarize Generate headline Reformulate

Generate text

Send a request to the Assistant, for example: write a first draft of a presentation, give me suggestions for a presentation,
write a draft reply to my colleague.

Input E Choose file

Write an introduction to the Sunet Days 2024

Result

Ve

Hello everyone! Welcome to the Sunet Days 2024, the annual conference for cloud technologies and solutions
presented by SUNET. This year's event promises to be the most exciting yet, with a lineup of experts and thought
leaders in the field, engaging workshops, and cutting-edge demos. Whether you're a seasoned pro or new to the
world of cloud computing, we have something for everyone. Join us for three days of learning, networking, and fun
in the beautiful city of Stockholm. See you there!

A Tnis output was generated by Al. Make sure to double-check and adjust.

40 Previous "Generate text" tasks +: Try again |_|:| Copy

=




MFA and Login-Portal - A Three-tiered Solution

Tier 1 - Step-up Authentication
« Adds Nextcloud-native MFA to SSO accounts
* Can be enforced via groups
Tier 2 - Sunet Drive Login Portal
 Removes Global Site Selector
* Ensures 2FA on all nodes
* Works with synchronization client
Tier 3 - MFA Zones
* Enforces MFA on file- and folder-level
* Prevents sharing with non-MFA accounts

UNI 1 UNI 2
NEXTCLOUD NEXTCLOUD
S3 S3 S3 S3
S3 S3 S3 S3

S3 S3 S3 S3

NEXTCLOUD

S3

S3

S3

S3

S3

S3

SUNET



Tier 1 - Step-up Authentication

Tier 1 - Step-up Authentication
« Adds Nextcloud-native MFA to SSO accounts
e TOTP or WebAuthn
* Available in production and test
* Admins can activate the app
* Can be enforced via groups (forcemfa)

* Might be made mandatory in the future for
all users on all nodes

« Step-up Authentication for sync client
requires the new login portal (Tier 2)

oQo

Nextcloud
Enterprise

Two-factor authentication

Enhanced security is enabled for your
account. Choose a second factor for
authentication:

TOTP (Authenticator app)
Authenticate with a TOTP app

Security key
Use WebAuthn for second
factor authentication

Cancel login




Tier 2 - Sunet Drive Login Portal
Tier 2 - Sunet Drive Login Portal 5 Sunet Drive

» Removes Global Site Selector Login to Sunet Drive

* Ensures 2FA on all nodes

{ Search for a site

* Works with synchronization client Directlogin

"Extern" is our catch all, if you can't find your institution, that is the one to use.

.
Is available upon request!
Sneak preview: https://portal.drive.sunet.se and https://portal.drive.test.sunet.se
E—

« More flexible configuration
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https://portal.drive.sunet.se/
https://portal.drive.test.sunet.se/

Tier 3 - MFA Zones

Tier 3 - MFA Zones
« Enforces MFA on file- and folder-level
* Prevents sharing with non-MFA accounts
* Works only on a local node
* Proposed OCM-extension

Is available upon request!

Detailed Demo: Thursday, 25 April, 9:55-
10:25, B115

"The auditors tried to bypass MFA and Step-up authentication
but failed. So, even though the efforts were made, our
conclusion is that the quality is outstanding regarding the main
target of the audit.”

¥ &

Activity MFA Zone

@D Enforce MFA requirement

MFA Zone

<

Sharing

SUNET



RDS - Publication of Research Data

Legacy RDS
* Deployed in test
* Not as stable as we would have liked it to be
 Still working to get a stable deployment

RDS-NG
 New RDS Developed by WWU Munster
« Simplified architecture compared to RDS
* Release potentially in fall

New project

General
Title
Title

The title of the project.
Description

Description

An (optional) project description.

Data
Data path

Select where the data of this project is stored

Important: This path cannot be changed after the project has been created!

Features

Project Metadata
Object Descriptions
Data Management Plan

Connections

(Q/ Use all available connections
Use only the following connections:

SUNET



JupyterHub Integration

* Integrated in Sunet Drive

* Users can individually execute
notebooks

* Users get 10GB “local” Jupyter
Storage

L3

: File Edit View Run Kernel Git Tabs Settings Help a
] & 4 Launcher ¥ | [A| factorial.ipynb X |+ “
e B+ X DO B » m C » Markdown~ @ it o ~ Openin.. #
X
° ‘ AS: :

* Storage is continuously 2 - Factorial Test
Syn C h ro n IZ ed betwee n S u n et Name - Last Modified The easiest way to %&Qﬁnce you owned that TI-84.
D rive an d \] u pyterH u b “ﬂe import datetime

r x in range(3,7):

8 / JupyterDemo /

* Other use-cases are being SEL T ey
starttime = datetime.now()
1t = math.factorial(y*n)
eval u ated isrs:ime :mdatet?.m:;—;:[ )y-nstarttime
print(f'Time to calculate {y*n}!:%t {runtime.total seconds()}s\t The result has {int(math.logl®(result))+1} digits')

Available upon request https:/ljupyter.sunet.deviworkshop/

UNET
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Sunet Drive - Outreach

Past
CS3 Conference CERN — 11-13 March 2024
Nextcloud Nordic Hub Sundsvall — 18 April 2024

Now
Sunetdagarna — 23-25 April 2024
MFA in OCM ¢
FUtu re [ Establishing trust is
I ‘ 1l ofjtaoflzcopge. 4
JupyterHub Onlinew Workshop — 15 May 2024 I When JoLaET

you can use OCM to

TNC 2024 — 10-14 June 2024 i

Signaling capabilites = =
will probably land in

Ongoing JHiN 0CM v1.2.0

Open Cloud Mesh Community Group
https://www.w3.org/community/ocm/



https://www.w3.org/community/ocm/

Tack! Fragor?

Anders Nilsson Richard Freitag Micke Nordin Magnus Andersson

anders@sunet.se freitag@sunet.se kano@sunet.se mandersson@sunet.se

Issues and Questions

drive@sunet.se

SUNET
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