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Sunet Drive – News and Changes
Sunet Drive

• Current and future architecture
• Operational statistics
• Security audit – preliminary results
• Nextcloud 28
• AI Assistant
• MFA and Step-up Authentication
• RDS
• Jupyter
• Outreach
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Sunet Drive – Current Architecture
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Sunet Drive – Future Architecture
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Sunet Drive – Future Architecture

An Academic Toolbox
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Sunet drive 
today
• 2x54 nodes on 300 servers in two data 

centres
• 100% powered by green energy
• 20 paying customers
• 376TB data stored with >0.5TB added daily
• 2,744 users

Sunet Drive 
development & projects
• Full RDS-setup in production
• JupyterHub
• Secure Zones/MFA/Step-up Authentication
• Security Audit
• Devops: Third data centre & Kubernetes
• AI Assistant with “Ethical AI”

Core Application

Sciebo Research Data Service

Core Application

ScienceMesh

Core Application

JupyterHub



Sunet Drive in the ScienceMesh
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Sunet Drive Operational Statistics
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Sunet Drive – Testing over Time
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• Based on Sunet Drive Prod (27.1.6)
• External auditors (triop.se)
• Preliminary results provided to Sunet
• Risks identified related to co-management of Sunet Drive (i.e., 

limiting access for node-local admins)
• Risks immediately mitigated in test and production
• Separate reports will be shared later
• More information is available on demand

Sunet Drive Security Audit - 2024-04

“...that the overall security of the parts of Sunet Drive 
that we audited is good.”
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Nextcloud 28
Update history of Sunet Drive TEST

● Sunet usually waits for minor version 3 before an upgrade
● 28.0.3 was delayed, so we updated to 28.0.2
● 28.0.2 had many issues, related to file handling and UI
● 28.0.3 was unstable, especially with regards to Collabora 

document handling
● 28.0.4 (current version) is more stable, but “not there yet”

Sunet Drive Prod will remain on 27.1.x until 28 is stable. 
Prod will be (and has been) patched with relevant 
security fixes.

* Nextcloud 29 (Hub 8) will be released on April 24th :-)
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Nextcloud 28 – AI Assistant
• Introduced in 27.1 and improved in 28
• Has support for OpenAI and Local 

Large Language Models
• On-prem inference using “Ethical AI”

Available in Sunet Drive TEST upon 
request

2024-04-23 – Sunetdagarna 2024



Tier 1 – Step-up Authentication
• Adds Nextcloud-native MFA to SSO accounts
• Can be enforced via groups

Tier 2 – Sunet Drive Login Portal
• Removes Global Site Selector
• Ensures 2FA on all nodes
• Works with synchronization client

Tier 3 – MFA Zones
• Enforces MFA on file- and folder-level
• Prevents sharing with non-MFA accounts

MFA and Login-Portal – A Three-tiered Solution
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Tier 1 – Step-up Authentication
• Adds Nextcloud-native MFA to SSO accounts
• TOTP or WebAuthn
• Available in production and test
• Admins can activate the app
• Can be enforced via groups (forcemfa)
• Might be made mandatory in the future for 

all users on all nodes
• Step-up Authentication for sync client 

requires the new login portal (Tier 2)

Tier 1 – Step-up Authentication
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Tier 2 – Sunet Drive Login Portal
• Removes Global Site Selector
• Ensures 2FA on all nodes
• Works with synchronization client
• More flexible configuration

Is available upon request!

Sneak preview: https://portal.drive.sunet.se and https://portal.drive.test.sunet.se 

Tier 2 – Sunet Drive Login Portal
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Tier 3 – MFA Zones
• Enforces MFA on file- and folder-level
• Prevents sharing with non-MFA accounts
• Works only on a local node
• Proposed OCM-extension

Is available upon request!

Detailed Demo: Thursday, 25th April, 9:55-
10:25, B115

”The auditors tried to bypass MFA and Step-up authentication 
but failed. So, even though the efforts were made, our 
conclusion is that the quality is outstanding regarding the main 
target of the audit.”

Tier 3 – MFA Zones
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RDS – Publication of Research Data
Legacy RDS

• Deployed in test
• Not as stable as we would have liked it to be
• Still working to get a stable deployment

RDS-NG
• New RDS Developed by WWU Münster
• Simplified architecture compared to RDS
• Release potentially in fall
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JupyterHub Integration
● Integrated in Sunet Drive

● Users can individually execute 
notebooks

● Users get 10GB “local” Jupyter 
Storage

● Storage is continuously 
synchronized between Sunet 
Drive and JupyterHub

● Other use-cases are being 
evaluated

Available upon request

Workshop - 15:th of May!

Workshop - 15:th of May!

https://jupyter.sunet.dev/workshop/
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Sunet Drive - Outreach
Past

● CS3 Conference CERN – 11-13 March 2024

● Nextcloud Nordic Hub Sundsvall – 18 April 2024

Now

● Sunetdagarna – 23-25 April 2024

Future

● JupyterHub Onlinew Workshop – 15 May 2024

● TNC 2024 – 10-14 June 2024

Ongoing

● Open Cloud Mesh Community Group
https://www.w3.org/community/ocm/ 
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Tack! Frågor?

Anders Nilsson
anders@sunet.se 

Richard Freitag
freitag@sunet.se 

Micke Nordin
kano@sunet.se 

Magnus Andersson
mandersson@sunet.se 

Issues and Questions
drive@sunet.se 
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