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Personliga certifikat for
e-post och grid
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swen  RUtINEr personliga certifikat

Endast larosaten som har blivit godkanda for
TCS Personal och TCS Personal eScience far
aktivera stod for personliga certifikat via
SAML-baserad inloggning!

Samma rutiner galler som for gamla TCS Personal,
dvs. fotoleg innan anvandare far begara cert.fikat.
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swen  Personliga certifikat

Personliga certifikat finns | tre former:
e Premium — Anvands for e-post!
e Grid Premium

e Grid Robot Name




5 Hur far ja.g p"erso.rlwliga certfikat att
swamn  fungera for larosatet

Tva steg

1. Konfigurera certifikatsportalen hos DigiCert sa
att personliga certifikat kan utfardas.

2. Forandra attributrelease for larosatets IdP sa att
ratt attribut skickas over.

— Observera att DigiCert inte har entitetskategori och
sarskild release av styrattribut behovs.




Aktivera administrator for
s SAML-Installningarna

e' < 'm.-'.-'WWW'-ﬁgiced---- 2 ~ @ DigiCett, Inc.... & ” @ Edit User » Pl Axelsson = D... | |

i;?, @ Férslag pa webbplatser + ‘a WebSlice-galleri = . AKKA - . IT och inkép = . Privat = . VPN - a Celsius € Easit Business Process Suite € Helpdesk ‘a InfoGlue

CENTRAL Account #099507 Hello, Pal Axelsson

Uppsala universitet CertCentral Manage Users Pal Axelsson Edit User

Dashboard Edit User > Pal Axelsson

Account
* First Name: * Username:

Pal pal.axelsson@uadm.uu.se

Organization Validation
e *Last Name: *Role:

Domain Validation Axelsson W Administrator

Manage Users i
* Email: [] User

Guest Requests pal.axelsson@uadm.uu.se

¥ SAML Admin
API Access
Phone:

Orders +46154717918

SAML Organization

Maooi Job Title:
Viapping
Technical system administrator

Tools

W
& 2003-2015 DigiCernt® Inc




Skapa ny bindning mellan
swaeno Organisation | DigiCert och er IdP

P . o y - -
e- = @ https:/ ‘v digicert.., O = & DigiCert, Inc... & || @ Organization Mapping :: Di... | |

{_3 @ Férslag pa webbplatser v a WebSlice-galleri = , AKKA » || IT och inkdp « . Privat = | VPN « a Celsius 4 Easit Business Process Suite € Helpdesk a InfoGlue

CENTRAL Account #099507 Hello, Pal Axelsson

@ Uppsala universitet CertCentral Organization Mapping

Dashboard Organization Mapping

Account + New Mapping

Orders Organization Attribute Value Identity Provider Actions

Uppsala universitet Uppsala University Edit » Delete »
SAML Organization

Mapping

Tools

ww.digicert.com/secure/ & 2003-2015 DigiCer® Inc




Skapa ny bindning mellan
swaeno Organisation | DigiCert och er IdP

-— = —

e N a3 . . B — - .
e(@@ https://wov.digicert... O = @ DigiCert, Inc.... & || [®) Organization Mapping = Di... * ‘

9 @8 Forslag pa webbplatser + a\"."ebSlicr:—gaIIEri + | AKKA~ | ITochinkdp~ [ Privat~ | VPN~ _a Celsius 4€ Easit Business Process Suite 4€. Helpdesk alnfoﬁlue

Add organization

Select an Identity Provider below. This allows you to map an organization from your
IDP to a verified organization inside your DigiCert account.

Identity Provider: Uppsala University

Organization: Uppsala universitet

Attribute Value: ( uu.sel

Cancel Add Organization




5 Skapa attributrelease | er IdP

SWAMID  attribute-filter.xml — Bygger pa gamla TCS Personal

Lagg till filterregler for https://www.digicert.com/sso

<l-- New TCS Personal -->
<afp:AttributeFilterPolicy id="releaseTcsPersonalEntitlement">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString" value="https://www.digicert.com/sso" />
<afp:AttributeRule attributelD="displayName">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="tcsPersonalEntitlement">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="tcsPersonaleScienceEntitlement">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="email">
<afp:PermitValueRule xsi:type="basic:ANY" />
</afp:AttributeRule>
<afp:AttributeRule attributelD="schacHomeOrganization">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>
</afp:AttributeFilterPolicy>
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Att skapa e-postcertifikat for
Microsoft Outlook 1 Windows 7
med hjalp av webblasaren
Internet Explorer




5 Inloggning pé_a_dressen
swamn NEtPS://www.digicert.com/sso/

r

e : l|@ https:/ /v digic.. 2 = & DigiC.. & ” @IDP Selection :: DigiCert

X @Konverlera - \."Elj

9, (@ Forslag pd webbplatser ~ a WebSlice-galleri v | J) AKKA ~ |} ITochinkdp = | J Privat v Jy VPN ~ a Celsius 4 Easit Business Process Suite 4€. Helpdesk

IDP Selection

Please enter the Identity Provider to authenticate with:

Uppsala University| X

Start single sign-on

@ 2003-2015 DigiCert® Inc




—] Sida for att begara certfikat

SWAMID Observera max en e-postadress!

-

el\l.‘{/ﬂ@ https://www.digic.. O ~ @ DigiC... & ” (®) Request a Certificate : Digi.. ‘ L R E——
x @Konvertera - \FEIj

95 @ Forslag pa webbplatser v a WebSlice-galleri » || AKKA ~ || ITochinkdp = | Privat= | VPN a Celsius 4 Easit Business Process Suite <€ Helpdesk

Request a Certificate

Choose a product

Product: Premium

CSR:

(optional)

Common Name: Pal Axelsson

Email: pal.axelsson@uadm.uu.se

Organization: Uppsala universitet

Request Certificate

My Certificates ©2003-2015 DigiCert® Inc




, [ESMEER )
e |@ https://www.digic.. O ~ @ DigiC... & || (@) submission complete :: Dig... ‘ | I oF Goh
X @Konver’cera hd 1u’éilj

{.3 & Forslag pa webbplatser a WebSlice-galleri = | J) AKKA ~ || ITochinkép v | Privat v || VPN ~ a Celsius 4 Easit Business Process Suite <€ Helpdesk

CENTRAL

Submission complete

Your request has been submitted

An email will be sent to pal axelsson@uadm. uu.se

© 2003-2015 DigiCert® Inc




Brev med inbjudan att skapa
swann  Certifikat

E T o= Create Your DigiCert Premium Certificate - Meddelande (HTML)
MEDDELAMDE ADOBE PDF

., -, ., % . - =% .
rllmlgnorera x E j (E 61 E 93 2 Mote WiG-IDAssurance m - Regler Markera som olést

T 5 S Vidarebeford 9’ Till chef .5‘13 OneMote H. Kategorisera =
Skri . a wvara Svara Vidarebefordra [ pe, - . S i
&5 Skrappos bort alla 0 Fler EJ Grupp-e-post [ Atgarder~  |™ Féljupp~

Ta bort Svara Snabbsteg Flytta Taggar
to 2015-05-21 13:14
DigiCert <admin@digicert.com>

Create Your DigiCert Premium Certificate
Till  Pal Axelsson

|z| Diet gér inte att visa den lEnkads bilden.
Filen kar.l ha fyttsts, fatt =it nyﬁ“namn
H [E | s ot ke sl
Uppsala universitet
Hi Pal Axelsson,
You have been approved to create a DigiCert Personal ID Certificate (Premium).
Create your DigiCert Personal ID Certificate now by going to:

https-//www _digic ert.c om/link/pid-install. php?token=cccdb9g2q08px6pxm&

Thanks!

The DigiCert Team

{2y DigiCert A certificate has been requested for *torus.uppmax.uu.se




swwo  Windowssakerhetsvarning

i B
Bekraftelse av webbatkomst l—m—]

Fdljande webbplats forsdker utféra en digital certifikatatgard at dig.

https://www.digicert.com/enterprise/personal-ids/create-id.phptoken
=cccdb9g2q08 pxbjpemB

Du bar endast tillata att kdnda webbplatser utfor digitala
certifikatatgarder at dig.
Vill du tillata den har atgarden?




swen  Begara certifikatet

_ (® https://www.digic.. O ~ @ DigiC... & [®) submission complete :: DigiCert | (8] Generate your DigiCert Pre...
x @Konvertera - Vﬁu

{;} @ Férslag pa webbplatser + @ WebSlice-galleri v | J) AKKA v | [Tochinkép v ) Privat v J) VPN ~ a Celsius 4 Easit Business Process Suite 4€. Helpdesk
O | . - t'n

Generate your DigiCert Premium Certificate

For technical assistance or to make corrections, contact your administrator.

DigiCert Personal ID Details
Name: P3l Axelsson
Email Addresses: pal.axelsson@uadm.uu.se
Organization: Uppsala universitet

Subscriber Agreement:  ceqTIFICATE SUBSCRIBER AGREEMENT
PLEASE READ THIS AGREEMENT CAREFULLY BEFORE PROCEEDING. YOU MUST CHECK "I AGREE"
BELOW TO ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT,
AND THAT YOU AGREE TO IT. IF YOU DO NOT ACCEPT THIS AGREEMENT, DO MOT ORDER OR
APPROVE THE ISSUANCE OF A DIGITAL CERTIFICATE. IF YOU HAVE ANY QUESTIONS REGARDING
THIS AGREEMENT, PLEASE E-MAIL DIGICERT AT LEGAL@DIGICERT.COM OR CALL® 1

FREE. THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE

These certificate terms of use are between DigiCert, Inc., a Utah corporation {"DigiCert") and the
entity applying for a Certificate, as identified in the account or issued certificates. "Certificate”
means a digitally signed electronic data file issued by DigiCert to a person, group, or role in order
to confirm yeour authorization for use of the Private Key corresponding to the Public Key contained
in the certificate. You and DigiCert agree as follows:
1. Use
1.1. Applicability. These terms cover each Certificate issued by DigiCert to you, regardless of (i)
the Certificate type (email, code signing, Direct, or TLS/SSL), (ii) when you reguest the Certificate,

or (i) when the Certificate actually issues

i agree to the terms of the subscriber agreement

+ Advanced Options

Your Persenal ID will be valid for 1 year from the time it is issued. You have until June 18, 2015 to generate this certificate
or you will need to contact your organization administrator to request a new email.

You may see some security warnings that you will need to accept before you can receive your certificate.

If your web server is configured to require "Client Authentication", you may need to configure it to allow client certs issued by
| DigiCert SHAZ Assured ID CA, as well as DigiCert Assured ID CA-1.

Due to new security standards, any SSL certificate expiring on or after January 1, 2017, will be issued using SHA-2 regardless
| of whether SHA-2 is chosen.

Generate Certificate




5 _Cer_tifikatet ar s_kgpat och installerat
svemn | Windows Certificate Store

-
e'&j”@ https://www.digic.. 2 ~ @ DigiC.. ¢ ” @ Submission complete :: DigiCert ‘ @ DigiCert Personal ID Genera... * ‘ ‘
% EHKonvertera = EHVEl

'{;_‘g @ Forslag pd webbplatser + a‘u'\febSIice-galleri v | | AKKA~  ITochinkdp~ | Privat~  WPM = @ Celsius 4€ Easit Business Process Suite € Helpdesk
Q | - - tl&

DigiCert Personal ID Generated

Your DigiCert Personal ID should now be installed.




Att aterkalla personliga certifikat

SWAMID Logga in igen och valj Revoke!

e (®) https://www.digic.. 2 ~ @ DigiC.. & [®) Request a Certificate :: Digi... * |
x  EHKonvertera v [EHValj

{._5 @& Forslag pa webbplatser » @ WebSlice-galleri v AKKA - IT ochinkdp « Privat = VPN + @ Celsius <€ Easit Business Process Suite <€ Helpdesk

Request a Certificate

Choose a product

Product: Choose a product

CSR:

(optional)

Common Name: Pal Axelsson

i ™y
Meddelande fran webbsida ﬂ

Email:

. || If you revoke this, it cannot be undeone. Continue?
Organization: '

My Certificates”

Order # Date Common Name Status Product Expires
688312 2015-05-21 13:10 Pal Axelsson Issued Premium 2016-05-21 08:00 Download

1to1of 1
>

© 2003-2015 DigiCert® Inc
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