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" Shibboleth IdP 1 Windows

Att installera en Shibboleth Identity Provider | Windows
med koppling till Active Directory

https://wiki.swamid.se/display/SWAMID/Shibboleth-ldP+on+Windows
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SWAMID

* |nstallera Java JRE 32-bit
¢ Www.java.com

« Konfigurera JAVA HOME

Installera Java

BN Administrator: Command Prompt

java version "1.7.68_45"

RS-

E=RECR ==
Ciw" JAVA_HOME:~hin~java'" —version

Java<THM» S5E Runtime Environment <huild 1.7.
Java HotSpot{THM> Client UM <(bhuild 24._45%-hL@8%

Erviranmment Wariables

ser variables Faor frkandoz

Yariable

PATH
TEMP
TMP

Swstem variables

YWariable
IBMLEWAP_ALTH...

Yalue

%USERPROFILE%:\ ApplatatLocali Temp
%USERPROFILE%:\applatatLocali Temp

Mew.. || Edit.. || Delste

YWalue
A IEMRational SDLC commontcodeset

IRE_HOME
MUMEER_OF _P...

CAIBMI R ational30LC Commont Javas. 0. ..,

2

Mew... || Edit.. || Delste

| ok

] | Cancel




=

—— Installera Shibboleth-IdP

 http://shibboleth.net/downloads/identity-provider/latest/
 shibboleth-identityprovider-2.4.0.msi

(1) Shibboleth IdP 2.4.0 Setup =] = s

Welcome to the Shibboleth IdP
|I¢ln@ 2.4.0 Installation Wizard
M

IDDLEWARE

INITIATIVE It is strangly recommended that vou exit all Windows programs

before running this setup program.

Click ancel ko quit the setup program, then dose any
programs wou have running.  Click Mext ko continue the

Shibboleth.

<Back  [f Mexts [ Cancel




— Installera Shibboleth-IdP

« Konfigurera dns-namn, scope och koppling till LDAP/AD

j’ij—l Shibboleth IdP 2,40 TdP Details Setup ﬁ Shibboleth IdP 2.4.0 LDAP Setup

The installer For Shibboleth IdP 2.4.0 needs to know various details about this : The Shibboleth IdP 2.4.0installer needs information about the LDAP connection,
rmachine, the Active Directory Domain and the scope (Security Domain) that
the IdP will assert,

The Shibboleth IdP 2.4.0 Installer needs the DMS name or IP Address and also the
port number of the Active Directory Server to use, The port number is usually 339,
‘what is the DS Name of this host ? shibboleth, umu. se or 3268 For the GC,

) . Active Directary Server
Use the defaulk port values unless you are deploying on a machine {3 if wou have a Forest) [a0s.UMU,5E

with a web server already installed
Browser Facing port 443 Park |389

Sitsvalaiulfeeic i 2443 The installer also needs a username and passward to allow it to query attribukes,

What is the narme of the active Directory Daomain
that this IdP will serve ? AD.UMULSE Username (no daomain)

ill thi 7
Wwhat scope will this IdP assert 7 urnu.se| Password | ——

Wise Installation \Wizar. .. Wise Installation wWizar. ..

< Back J[ Mext = ] l Cancel I < Back J[ Mexk = ] I Cancel




—— Installera Shibboleth-IdP

 Testa status-sidan

QO [&] httpsi/flacalhost/idpfstatus ~ @ C. B & X [] localhast

o || ITS Labs

###% Operating Environment Information
operating system: Windows 7
operating system version: 6.1
operating system architecture: =36
jdk_wversion: 1.7.0_45

available cores: 2

used memory: 2Z47TMEB

maximum memory: 24%4ME

start_time: 2013-10-30T10:21:142
current time: 2013-10-30T10:36:0&82
uptime: 2%230L5ms=

##% Identity Provider Information
idp version: 2.4.0

idp start_time: 2013-10-30T10:21:14Z
attribute _resolver walid: true

###% BRelvying Party Configurations

relying party id: anonymous

idp entity id: https://shibboleth.umu.se/idp/shibboleth

default authentication method: none

default =2igning tlz key: MIIDL=CCAhegAWIBAgQIUFGhcemOTaD+ggfe]gh+D0vp43LUEWDDYJKoZThveNAQEFBQAWH

4 | 1] [ 3




= Installera Shibboleth-IdP

« Skicka metadata till operations@swamid.se

EHd S 0 5 My test-IdP for Umed universitet -.., ? H - O %
FILE MESSAGE IMSERT CPTIOMNS FORMAT TEXT REWIEW

From - fredrik.aslundi@umu.se

To... operations@swarnid. se;

Lo,
Subject My test-IdP fir Umed universitet

Attached || idp-metadatasmnl [6 KE]

Hej, jag har metadata far en ny 1dP har som jag villfini swamid-testing-1.0.xml
£d jag kan testa att den fungerar som den ska innan den laggs in i swamid-2.0.xml

&nge saml-support@umu.se som kontaktadress och lagg in *Umea universitet”
respektive “Umed University” som MDUI.|

SFredrik

(= operations@swamid.se JIRA [SWAMIDOPS-T063) Ansdkan SWAMID
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— Installera Shibboleth-IdP

« Konfigurera metadata for att anvanda SWAMID
— Hamta ner http://md.swamid.se/md/md-signer.crt

— Verifiera fingerprint via
https://wiki.swamid.se/display/SWAMID/SAML+Metadata+and+Trust

— relying-party.xmil:

<!-- SWAMID-METADATA-Trustengine -->
<security:TrustEngine id="swamid-metadata-signer ...
<security:Credential ...>
<security:Certificate>
C:/Program Files (x86)/Internet2/Shib2Idp/metadata/md-signer.crt
</security:Certificate>
</security:Credential>
</security:TrustEngine>

<!-- SWAMID TEST METADATA PROVIDER -->
<MetadataProvider ... metadataURL="http://md.swamid.se/md/swamid-testing-1.0.xml"
backingFile="C:/Program Files (x86)/Internet2/Shib2Idp/metadata/swamid-testing-1.0.xml">
<MetadataFilter xsi:type="SignatureValidation" xmlns="urn:mace:shibboleth:2.0:metadata"
trustEngineRef="swamid-metadata-signer" requireSignedMetadata="true" />
</MetadataFilter>
</MetadataProvider>
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— Installera Shibboleth-IdP

« Uppdatera attribute-resolver.xmil

— norEdu* (norEduPerson, norEduPersonOrgUnit,
norEduPersonNIN osv)

« Lagg till release av statisk organisationsinformation
— 0 (larosatesnamn), noreEduOrgAcronym (larosateskod), co (land)
oSV
« Lagg in attributfilter for entitetskategorier
— research-and-education

— code-of-conduct
— sfs-1993-1153




=
SWA—_W! Installera Shibboleth-1dP

. . 4 -
KO nfl g u re ra f tl CkS é'_'kﬁ httpeffflog.sunetses = B G X ” 22 SiramID Statistics
— Hijalper till att generera statistik | & imsias
for anvandning av IdP:n Authentication flow in SWAMID

— En anonymiserad loggrad
skickas till syslog.swamid.se

— (IdP, SP, anvandarhash)

— Hash av IdP, SP,
anvandarnamn samt
bestdende randomdata i IdP:n




" Testa Installationen

* http://sp-test.swamid.se/
— Valj "Logga in via SWAMID Test DS”

[F=3|EoR (==
Qf\- |ﬁ httpffds-testswarnid.sefrolefidp.ds?e ~ B & X ” 4 Please login.., o ‘{E’ "E}

5k [T 1S Labs

SWAMID Test SP

How do you want to SWAMID Test SP

- - This is an application for
sign in?

testing federated
authentication.
All Login Providers

What is this?
You are accessing

that requires yo

Start typing to search for your home institution or login
provider...

shibboleth.umu_se|

You nee
' identit
hitps://shibboleth.umu.sefidp/shibboleth vonr home

Remember choice
[ Remember my choice and never show me
this page again!




" Testa Installationen

* Logga in med anvandarkonto i AD/LDAP

Q[‘\- 1| ttpsiffshibboleth umu.sefid ~ € Certif.. & X ” [ Exarmple Lagin Page

5k [T 1S Labs

Our Identity Provider

rganizational logo
Log in to SWAMID Test SP

> Forgot your password?

| > Need Help?

> How to Customize this Skin
Login

default Detta dr en applikation som
lter dig testa federerad inloggning.

Insert your footer text here.




" Testa installationen

* sp-test.swamid.se listar mottagna attribut

'|i§ https:/fsp-test.swamid.sefsecuref = @ B & X 2 SMAMID Test 5P

ITS Labs

Federation Authentication Information

Afttributes

These attributes were send from the Identity Provider (https://shibboleth umu.se/idp/shibboleth). The 'eppn’ attribute if present is
often used as a permanent identifier for you.

|countr}'Na.me ||SE

displayName Fredrik A slund
eppn frkand02@umu.se
friendlyCountryName  ||Sweden

givenName Fredrik

mail fredrik.aslund@umu.se
norEduOrgAcronym UMU

o Umea universitet

hitps://shibboleth.umu.se/idp/shibboleth!https://sp-test.swamid.se/shibboleth!
e3WIBK3InQMERHnhGNpEGEMkE&Isk=

|schacHomeOrganization| |umu_se
|s|1 ||A ..slund

persistent id
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swean ANpassa inloggningssida

« Anpassa inloggningssidan

- C:\Program Files (x86)\Internet2\Shib2IdPInstall\src\main\webapp\login.jsp

« Ladda om webbappen

— C:\Program Files (x86)\Internet2\Shib2IdPInstall\install.bat

« Starta om tomcat
— Kontrollpanelen - Administrative Tools - Services - tomcat6
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swan | 11l SISt ..

« Fragor?
— Fraga oss nu...
— Skicka epost till SWAMID Operations eller
— ring nagon i SWAMID Operations och fraga!

« Mer information pa SWAMIDs Wiki:

— https://wiki.swamid.se/display/SWAMID/Shibboleth-IdP+on+Windows
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s Nasta SWAMID-workshop

« SWAMID-workshop 10-11 december
« GOteborg eller Stockholm

« Agenda inom de narmaste dagarna
« saml-admins@swamid.se




