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Agenda

 Sunet Drive
o Alternativ 2

* Ny prismodell for server laaS

* Volym rabatt
« Rabatt bindningstid

* Nyheter / Pagang
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Sunet Drive
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Research Data — A model

Classification

Large &
Sensitive Sensitive
' How do you Where is my
On-premise access data? data?
Livecycle

Working | Data Archive
Material Retention

Access M

| “Classical” “Modern” '
l Folders Apps ]

Cloud Small

do

f —
Data Lifetime
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Federated Data Storage and
Governance

« S3-buckets as main storage unit
« Nextcloud as access layer

* Individual nodes as part of global
scale

« Co-management with Sunet

« Follow your data even from a new

organisation
University
Admin

« Separation of access vs
ownership
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Manual replication/backup strategy

Based on rclone

Manually mirror between data centers
Backup-buckets with retention time
Requires a lot of tuning

Waiting for something better
(deuxfleurs/garage?)

Replication of data/backup

&
)
Ga

[ Website and documentation ‘\ ses | Git repository | Matrix channel ]
wit

Garage is a lightweight S3-compatible distributed object s following goals:

» As self-contained as possible
* Easy to set up
« Highly resilient to network failures, atency disk failures, sysadmin failures

* Relatively simple

* Made for mutidatacen@@ents
Non-goals include: ‘
. Eﬂreme&ormance

. e mentation of the S3 API

» Erdure c®ding (our replication model is simply to copy the data as is on several nodes, in different datacenters if possible)

Qur main use case is to provide a distributed storage layer for small-scale self hosted services such as Deuxfleurs.
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Nextcloud
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Nextcloud Issues 2021/22
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MFA — What is MFA?

 Multifactor Authentication

Security technology that requires
multiple methods of authentication
from independent categories of
credentials

Examples: SMS, TOTP
(Authenticator app), U2F (Yubikey)

Two-factor authentication

Enhanced security is enabled for your account.

Choose a second factor for authentication:

TOTP (Authenticator app)
Authenticate with a TOTP app

L U2F device
e
Authenticate with an UZ2F device

Cancel login
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MFA — Why Is It complex?

i MUItlple teChnOIOgleS ° Identlty prOV|derS Two-factor authentication
Enhanced security is enabled for your account.

® SMS ° MUSt Implement MFA IndIVIdua”y Choose a second factor for authentication:

»  TOTP (Authenticator app) - Different technologies for @ paveniato i3 TP

. U2F Device (Yubikey) different IdPs
. Other (Mail, proprietary)

§>  U2F device
O
Authenticate with an U2F device

e Service providers

Who implements MFA? Cancel ogin
. Can enforce same MFA

technology for all

. Identity provider
. Service provider
. Both (?)

. Could turn Two-factor into Three-
factor if IdP has added factor

 Requires administration
. Lost or stolen devices

. Remove/Reenable MFA I
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Nextcloud and MFA

e Current state:

. Either SAML/SSO-login or local login
(non-SS0O)

. IdP must implement MFA in first case
. MFA can be added in second case

. No support for “Step-up Authentication”

Step-up Authentication: Add MFA
Independently from whether an IdP has
MFA or not. Could result in “Three-factor’-
Authentication.

Sunet Drive Requirements

MUST support both MFA and non-MFA logins
MUST have control over MFA- and non-MFA-areas
MUST prevent other sharing for MFA-only areas

SHOULD be easy to administrate

Development started
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SND/Doris Integration

New data description

Title *

Enter a descriptive, preferably unique, name for the data description, both in Swedish and in English. If no title is available in Swedish, or if it is difficult

to translate, the English title can be entered in both fields.

v

Data accessibility level *

Access to data through SND or other external actor *

_____ will be available. You choo ether the data is mad

vailable through SND's research data porta

O Access to data through SND

O Access to data through an external actor

Level of accessibility *

Data that are shared by SND can have mendations from the &

, in keeping with the re:

Coundil, be openly a

Access to data is restricted
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Office Integration

 Collabora Online >

Paste

* |n betatest
* Active for some nodes
« Some issues to be solved

 Testers welcome!

e

File Home Insert Layout References Review Format Help LoremIpsum.odt
p =
-2 - AN E < Default Parag Text Body
U 5 x x A~ Av Ax E = = = Default Paragraph Style|  Text Body

Lorem ipsum dolor sit amet, consectetur adipiscing elit, Sed laoreet impardief convallis. Asngan
vitae odio neg felis fempus faucibus. Suspendisse Rotenti. Morbi dapibus sapien gy dui agcumsan
suscipif. Sed convallis cursus massa malgsuada dignissim. Quisgue tempus ex tellus, id rutrum
Ipsum consequat in. Nulla justo leo, rhoncus atfermentum eget, tristique a est.

‘molestie. eros elit consequat sapien, vitae tristigue turpis lorem vitae dui. Sed pretium dignissim
dolor, et dapibus tortor tincidunt eu. Fusce dignissim hendrerit nung et eleifend, Exiam semper
ammare urna vitae vulputate. Pellentesque sed dul ut augus semper laoress: Vestibulum iaculls, nis
consectetur yulputate Iacinia, cros ibero blandit metus, at bibendum erat massa id sapien. Proin
pulvinar, ex et tistigue blandit, nisf tortor fermentum augue. et imperdiet turpis lorem at odio,
Fusce luctus hendrerit nulla, in sagifts massa. In luctus lorem at dapibus placerat,

Vivamus ne lacinia magna. Nullam a bibendum est. Dus quis tellus quis nisi suscipit faucibus.
Prassent feugiat ciam ey m3ssa acsuMSan. ey fempus arcy slementumn, Nam ulricies at felis
condimentum soliituln. Suspendisse lameorper gsstas lsinia, Nun eu agio lacus, Cras vitae
lorsrn libero. Duls congue molls enim, e ultrices erat sgestas at. Curabitur venenatis sed massa in
malesuada. Dones intsrdum sit amet elissit amet blandit, Proin vitae luctus arcu, Ut vitae fells

Crasnes ante felis, Brassent at enim est. Gras ey faucibus orci. In et sem viverra libero convallis
dignissio faucibus vestibulum ante. Morhi slementum maxinus leo, pretium placerat nisl molls
auis, Vivamus interdum hendrerit luctus. Aenean porttitor. nulla id vehisula aliquet. mauris felis
lacinia enim. sed sommese purys orei id orci, Nullam faudibus sros sed fels dictum yehicula, Sed
vitae varius ligula, id ultrices snim. Etiam justo nibh, tempus e sodales ut, pellentesque et dolor,
Curabitur impsrdist vel arcu s facilisis. Quisgue sit amet est consectetur, maxioous nisi sy,
tinsidunt lectus.

Dones sit amet est malesuada, sgestas magna in, tempar felis, Morhi tistiaue mi ag nis) euismod
Termentum tortor pharetra commade, In eni nibh, molls a lacus posuere, evismod ltrices
pyrus, Morbi ey enim tempor. ornare mautis . solisitudin sem, Sed fels dui. lacinia gy mi id,
Iaoreet rutrum dul. Nuns ey vulputate ribh,
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Compute and Integration

« Compute and Integration * Existing solutions

* Run computations on top of * Local sync always works

Sunet Drive storage

. VS Code Remote Workspaces
« Unclear requirements

«  Will require a lot of “trial and * WebDAV integration
error’

SUNET



Testing and automation

e Test automation

Test Result Trend

 Core functions (e.g., status pages, ; S
buckets, users) :
* OCS-API (e.g., user provisioning) :
 Selenium (Web Ul tests) ‘;#;35 e P o 1o i

* Runningin jenkins

SUNET



Sunet Drive - Teknik
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Arkitekturoversikt

* Load-balanced Sunet Drive Frontend Servers*
« MariaDB Galera cluster as database
» Redis Server/Sentinel Cluster for improved

o
performance AR
« All storage in Ceph S3 storage cluster AN -
Management/script server 22/ ;:u .:m: 2 ::‘?_ I
MariaDB Async replica
*https://github.com/SUNET/sarimner-frontend =




Stodjande system -

4 Inet

Management/script server_ zz/

ad3 443
143

NextCloud Lookup servers \

i [ —
Management/script server -

MariaDB Async replica

MariaDB Async replica

443
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Infrastructure as Code*

600

500

400

300

200

100

Sunet Drive Commits 2021/2022

May Jun Jul Aug Sep

*https://github.com/SUNET/multiverse/

Oct Nov Dec Jan Feb Mar

docker

puppet

git

'_DaGnuPG
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Overvakning, sakerhet och stabilitet

* https://www.naemon.io
https://www.thruk.org

Thruk-

<

e

General

Home
Documentation
Logout
Panorama View

Current Status

Tactical Overview

Map

Hosts

Services

Host Groups
Summary (Grid)

Service Groups
Summary (Grid)
Mine Map

Problems
Services (Unhandled)
Hosts {Unhandled)
Network Outages

| 8

Reports

System
Comments
Downtimes

Recurring Downtimes

Process Info
Performance Info
Scheduling Queue
Configuration
Broadcasts
Config Tool

Current Network Status
Last Update: Fri Jan 21 10:05:26 UTC 2022 (=90s)

Thruk 2.46.2

Legged in as nagiosadmin

View History For all hosts

View Motifications For All Hosts
View Host Status Detail For All Hosts

Host Status Totals Service Status Totals =

Up Down Unreachable  Pending 0K Warning Unknown Critical Pending
292 0 0 o 3576 o 0 a 1]

All Problems All Types All Problems Unhand. Issues All Types

o 292 1] 0 3576
Service Status Details For All Host
1234567891036 b M | 100 per page v
Select hosts / services with leftclick to send multiple commands. Select multiple with shift + mouse.
select &l {hosts) - unselect all - all problems - all with downtime E =] E E

= e e

antagning.drive.sunet.se

A" Nextcloud status
Mextcloud version

FING

antagning drive test sunet.se M Nextcloud status

backupl.extern.drive.sunet.se

Nextcloud version
PING

Active Users

Boot Disk

PING

Packages available for upgrade

Processes need restart

Reboot Meeded
Root Disk
Scriptherder Status
System Entropy
System Load
System Memory
System NTP Time
Total Processes
Uptime

Var Disk

N
-~
o~

Last Check av m Status Information av

10:01:01
10:01:01
10:01:45
10:02:08
10:02:31
10:02:54
10:03:18
10:03:41
10:04:04
10:04:27
10:04:50
10:05:13
10:03:05
10:00:59
10:01:22
10:01:45
10:02:08
100231
10:02:55
10:03:18
10:03:41

0d Oh 34m 255
0d Oh 34m 255
16d 3h 3m 51s
6d 17h 36m 48s
6d 17h 36m 48s
45d 15h 18m 26s
0d 23h 41m 34s
&7d 20h 21m 455
73d Zh 44m Bs
0d 3h 33m 255
7d 0h 27m 155
0d 23h 41m 12s
43d 18h 3m 10s
55d 20h Om 19s
85d 21h 25m 455
&7d 20h 19m 29s
&7d 20h 19m 125
13d 20h 52m 48s
&7d 20h 18m 415
0d 23h 41m 34s
73d Zh 44m Bs

13
1/3
1/4
1/3
13
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4
1/4

HTTP OK: HTTP/1.1 200 OK - 1769 bytes in 0.044 second resp...
HTTP OK: HTTP/1.1 200 OK - 1773 bytes in 0.058 second resp...
PING OK - Packet loss = 0%, RTA = 1.36 ms

HTTP OK: HTTP/1.1 200 OK - 1778 bytes in 0.048 second resp...
HTTP OK: HTTP/1.1 200 QK- 1774 bytes in 0.036 second resp...
FING OK - Packet loss = 0%, RTA = 0.81 ms

USERS OK - 0 users currently logged in

DISK OK - free space: / 71505 MB (90% inode=98%):

PING OK - Packet loss = 0%, RTA = 0.55 ms

APT OK: 0 packages available for upgrade (0 critical updates).
0K - Services: none, Containers: none, Sessions: none

Reboot OK: No reboot required

DISK OK - free space: / 71505 MB (90% inode=98%):

1 1nm

OK: 4 job in this state: cosmos[exit=0,age=58s], dockerhost_cleanuplexit=0,age...
OK: 1402 bytes in the pool.

0K - load average: 0.07, 0.05, 0.01
MEMORY OK - 7144M free

NTP OK: Offset -8.702278137e-06 secs
PROCS OK: 44 processes

1l

OK: Linux backup1 5.4.0-96-generic - up 23 hours 40 minutes |
DISK OK - free space: / 71505 ME (90% inode=98%): I —
—
=




Framtidsplaner

O 8 sunet.se

-3 Import bookmarks... & Getting Started [JSUNET RS Let’s Build A Simple...

i °~ B 1 Applications
i + NEW APP & SYNC APPS Q h applicat (7] | ()
Y FiLTers
SYNC STATUS -
D Unknown 0 ® argocd Z ® health “z 0 kano
Project: default Project: default Project
[ @ synced 6 ! : )
Labels Labels: Labels:
e D OutOfSync 0 Status: W Healthy @ Synced Status: ¥ Healthy @ Synced Status:
Repository: https://github.com/SUNET/drive-k8s.git Repository: https://github.com/SUNET/drive-k8s.git Repository: External MariaDB
Target Revi... drive-2022-02-16-v01 Target Revi. drive-2022-02-16-v01 Target Revi.. Galera Cluster
REALTH STATUS = Path: argocd Path health Path:

[ ® Healthy 6 | | | ‘

Kubernetes

Destination: in-cluster Destination in-cluster Destination:
[ © Unknown 0

Namespace: Namespace: Namespace
[ O Progressing 0

) e
& SYNC C'REFRESH C'REFRESH © DELETE < SYNC ' T ) | w2

[ O Suspended 0 | | | | ‘

[0 * Degraded 0 ® openebs Q} proxysql 0 redis =
D Missing 0 Project: default Project default Project: ‘ | ‘ |
Labels: Labels: Labels:
Status: ¥ Healthy @ Synced Status: ¥ Healthy @ Synced Status:
LABELS a Repository: https:/github.com/SUNET/drive-k8s.git Repository: https://github.com/SUNET/drive-k8s.git Repository:
= Target Revi... drive-2022-02-16-v01 Target Revi drive-k8s-2022-02-22-v05 Target Revi... drive-k8s-2022-02-22-v05
‘ ‘ Path: openebs Path: proxysql Path: redis
- Destination: in-cluster Destination in-cluster Destination: in-cluster
Namespace: Namespace: Namespace:
PROJECTS a

‘—‘ © SYNC C'REFRESH © DELETE C'REFRESH © DELET! C' REFRESH © DELETE




Sunet Drive alternativ 2
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Sunet Drive — alternativ tva

« Nytt satt att licensiera Sunet Drive
« Baseras pa antal anvandare fran en organisation som loggat in
* Ingar lagring 10Gb per anvandare
 Organisationen behdver halla reda pa hur manga som loggat in

* Information om nyttjande bade anvandare och lagring kommer
fran Sunet

» Autentisering via organisationens IdP

SUNET



Sunet Drive — alternativ tva
vad kostar det

« Kostnad 100 Kr per anvandare och manad ingar 10GB data
« Kostnad for nyttjade >10Gb lagring per anvandare, ej klart

« Maxgrans for lagring, ej klart

« Avstamning for fakturering gors lopande

SUNET



Sunet Virtuellt datacenter
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Sunet Virtuella servrar [laaS] 1(2)

* Nytt namn: Sunet Virtuellt datacenter

e laaS forst ut

 Kostnaden baseras pa den totala forbrukningen

 vCPU

* Minne

 Disk, blocklagring
* Large
* Fast

 Konfigurationer valjs fran lista

SUNET



Sunet Virtuella servrar [laaS] 2(2)

« Summerar kostnaden for varje delkomponent

* Den totala summan ar grund for en rabatt som forandras
neroende pa kostnaden

 Rabatten okar nar summan okar

« Rabatten for forbetald bindningstid forandras ocksa till
orocentsatser for 12 respektive 36 manader

* Finns fornarvarande bara | Sunets publika moln

SUNET



Sunet Virtuella servrar princip

Service Enhet per tim. 720 tim.
(SEK)

Compute vCPU vCPU X 720 X

Compute RAM GB Y 720Y

Compute local nvme disk GB Z 720 Z

Volume Storage -FAST disk  GB \% 720V

Volume Storage -LARGE GB W 720 W
disk

Volym rabatter

Manatlig forbrukning av tjanster kSEK  Rabatt

0-50

50 - 100
100 - 150
150 - 200
200 - 250
250 — 350
350 - 500
500 -

Volym atagande och forbetald tjanst

Period Rabatt
12 manader M1 %
36 manader M2 %

N1%
N2%
N3%
N4%
N5%
N6%
N7%
N8%

SUNET



Sunet Virtuella exempel pa
konfigurationer

Instanser med lokal NVMe-

disk
Produkt ID

INSTANCE- 12.
INSTANCE- 12.
INSTANCE- 12.
INSTANCE -12.
INSTANCE- 12.
INSTANCE- 12.
INSTANCE- 12.

c2r4.100

c2 r4. 500

c4 r8. 500
c8rl6. 100
c8rl6. 1000
c16 r32. 500
c16 r32. 1000

Instanser utan lokal disk

INSTANCE- b2. c1r2
INSTANCE- b2. c2r4
INSTANCE- b2. c4 r16
INSTANCE- b2. c16 r64

vCPU

o o B~ N DN

16
16

16

RAM (GB) Lokal disk (GB)

4
4
8

16

16

32

32

16
64

100
500
500
100
1000
500
1000

o O o o
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Nyheter / Pagang

« VDC till Sunets privata moln
* Invantar ny hardvara
« Konfigurationer med battre prestanda
- GPU

* Orosmoln — oséakra leveranstider

SUNET
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