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Introduction

The SWAMI Identity Federation is defined by this policy. This policy defines procedures and practices which allows participating organisations to use an
available federation technology for electronic identification and for access to authorization information about constituent individuals, resources and other
objects in the federation. In what follows the SWAMI Identity Federation is abbreviated as SWAMID. This policy does not directly describe practices or
procedures specific to any particluar choice of a federation technology. However, underlying this policy is a set of technology addenda, each describing
how the policy applies to that concrete instantiation of SWAMID. The SWAMID policy (this document) describes procedures and practices common to and
separate from technology.

By employing specific choices of technologies for identification and authorization this policy may be used to instantiate a SWAMID technology federation. A
SWAMID technology federation extends this policy in a technology addendum which specifies how the technology is used to ensure that the requirements
of this policy is fulfilled.

Organisations participating in SWAMID do so in part separate from any specific technology. The founding principle of the SWAMID policy is that of a
layered set of agreements between participating organisations and SWAMID. Each participating organisation agrees to follow a common set of rules,
which is described in this policy, by signing a member agreement.

Even though the common set of requirements is independent of any underlying technology there are nevertheless implications for how participating
organisations manage resources and identification.

Additional technology federations may be introduced by revision of this document and the publication of additional technology addenda. The process by
which this happens is described in this policy.

Purpose and Scope
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The purpose of SWAMID is to make it possible for service providers to provide services to end users in the federation. This is accomplished by making
infrastructures for federated identification and authentication available to the higher education and research community in Sweden and by inviting its
service providers to become members of the federation.

Identity management is the process by which identity providers make claims of identity for subjects (e.g. individuals, resources and other objects). A claim
of identity is an electronic representation, using a specific identity management technology, of a set of _attributes_attribute type and value identifying a
subject. Each technology federation in SWAMID employs a separate implementation of the principle of federated identification of subjects. Hence the
common set of procedures and practices described in this document applies equally to all federation technologies, regardless of the means by which
identification and attribute release is implemented.

A SWAMID technology federation must offer an authentication service for entities and may offer release of attributes containing unique assertions of
identity. It is expected that in order to support authentication, SWAMID Federation Members must implement identity management solutions which are able
to support a wide range of federation technologies. Several of the practices imposed by this document translate into requirements on identity management
solutions for SWAMID members.

The scope of SWAMID is limited to those technologies which are capable of supporting the common semantics and processes described in this document.

SWAMID Membership

Any organisation, both national and foreign, that qualifies for membership in at least one of the SWAMID technology federations is eligible for membership
in SWAMID. An organisation becomes a member of SWAMID by applying for membership according to the process described in this document. If
accepted, the organisation is invited to sign the SWAMID membership agreement at which point the organisation is a member of SWAMID. Since
membership in SWAMID requires that the organisation is eligible for membership in one of the technology federations, the organisation is expected to sign
at least one technology federation member agreement.

Note well that SWAMID technology federations may impose restrictions on which members may provide identification and/or services — eg which types of
organisations may operate an identity provider in a technology federation.

Member organisations who operate identity providers will in most cases have end users associated with them: these are individuals with a business,
employment, student or other form of association with the member organisation. Each member is responsible for its own end users. In particular each
member is responsible for fulfilling the requirements of the Swedish Personal Data Act (see the section on Liabilities) with respect to its own end users.
This requirement applies equally to members who provide identification and to members who provide services in a particular technology federation.

Governance and Roles

SWAMID is an activity within the Swedish Alliance for Middleware Infrastructure (SWAMI) and its governance has been assigned to the SWAMI Council.
The operational management of SWAMID, including but not limited to day-to-day operation of federation technology infrastructure and participation
management, following the procedures described in this document, is assigned to the SWAMID Operations Team which is appointed by the SWAMI
Council. Membership in SWAMI is not a requirement for membership in SWAMID. However, governance of SWAMID is mainly within the purview of
SWAMI members.

Information about the team members and other contact information is published on the SWAMID web site: http://www.swamid.se. The SWAMID Policy
(this document) is managed by the SWAMID Policy Management Authority which is a role appointed to a member organisation of SWAMI (the parent
organisation of SWAMID) by the SWAMI Council (the governing body of SWAMI)
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The
responsibilities of this role include preparing and making suggestions for updates to the policy (for instance introduction of new technology addenda). All
policy updates must be ratified by the SWAMI Council. Such decisions are public and must be published on the SWAMI website within 3 business-days.
Any decision made by either the SWAMID Operations Team or the SWAMID Policy Management Authority is subject to review by the SWAMI Council and
can be appealed to the SWAMI Council by following the appeals process described in this document.

In addition a SWAMID Advisory Committee is formed from representatives of the different constituencies of SWAMID: The SWAMI Council appoints two
(2) members and also appoints one of the committee members as chairman. The SWAMID Operations Team appoints one (1) member who also acts as
the secretary of the Advisory Committee. The SWAMID members may appoint three (3) members. Finally one (1) member each may be appointed by the
following organisations who are expected to be interested in SWAMID:
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. Universitetens IT-chefsforum (UNITCF)
Hoégskolornas IT-chefsforum (HITCF)

. Sveriges universitets- och hdgskoleférbund (SUHF)
Swedish National Infrastructure for Computing (SNIC)
. Swedish University Network (SUNET)

. LIBRIS

. IS (Stiftelsen for Internetinfrastruktur)
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The Advisory Committee advises the SWAMID Operations Team and the SWAMI Council on matters pertaining to the operations and management of
SWAMID. The Advisory Committee also acts as a sounding board for development of the federation and should be involved in the preparation of
significant modifications of the SWAMID Policy. Members of the Advisory Committee are appointed for two-year terms. The Advisory Committee must
convene at least once a year. Meeting agenda and minutes are public and published on the SWAMID web site.

The SWAMI Council is also responsible for maintaining ties with such international organization as are deemed important for current and future operations
of the SWAMID technology federations. In particular the SWAMI Council will be responsible for negotiating inter-federation agreements.

Procedures

Membership application

In order to become a member of SWAMID, or a member of a SWAMID technology federation, an organisation formally applies for membership by sending
an email to join@swamid.se. The email shall contain information about the type of organisation and an official contact person for SWAMID.

If the application is for membership in SWAMID it should indicate which technology federation(s) the organisation wishes to become a member of initially.
The application must be accompanied by any additional documentation required by the policy or by applicable technology addenda.

Each membership application is initially verified by the SWAMID Operations Team. The verification process involves checking if the applicant organisation
fulfils the requirements of the policy. This verification may include an on-site inspection of the applicant. The Operations Team presents the verified
application to the SWAMI Council who in turn decide on weather to grant or deny the application. This process is normally completed within 10 business
days.

If the application is granted, the Operations Team presents a member agreement and/or several technology member agreements to the applicant for
signing by an official representative of the organisation.

If the application is denied this decision and the reason for denying the application is communicated to the applicant by the Operations Team.
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cancellation
A SWAMID membership may be cancelled by the member at any time by sending an email to cancel@swamid.se with information about which
membership is to be cancelled. The SWAMID Operations Team authenticates all requests out-of band. A cancellation of SWAMID membership implies the
automatic and immediate cancellation of all technology federation memberships for the organisation. A member may also cancel its membership in a
single technology federation by the same process. When cancelling the last technology federation membership the SWAMID membership is automatically
cancelled.

Membership revocation



A member who fails to comply with the SWAMID policy (including any applicable technology addenda requirements) may be revoked from membership in
SWAMID or from membership in any SWAMID technology federation.

When the Operations Team is made aware of a breach of policy by a member, the Operations Team may issue a formal notification of concern after which
the Operations Team may choose to conduct an on-site inspection of the member. If the cause for the notification of concern is not rectified within the time
specified by the Operations Team, the SWAMI Council may issue a formal notification of impending revocation after which the SWAMI Council may
choose to revoke the membership.

A revocation of SWAMID membership implies the automatic and immediate revocation of all technology-federation memberships for the organisation. A
revocation of the last technology federation membership implies the automatic and immediate revocation of SWAMID membership.

On-site inspection

Members and applicants may be subject to on-site inspections depending on the nature of the technology federation joined or as the result of a notification
of concern. Request for an on-site inspection must be honoured by the member within 10 business days. On-site inspection is conducted by members of
the SWAMID Operations Team. The result of an on-site inspection in the form of an inspection protocol, is not public but will be made available to the
SWAMI Council and the applicant/member subject to inspection.

Appeal

Decisions made by the SWAMID Operations Team or the SWAMID Policy Management authority may be appealed to the SWAMI Council by sending an
email to appeal@swamid.se with information about the decision appealed. Decisions made by the SWAMID Council cannot be appealed.

Policy management

Updates to the SWAMID Policy are all decided by the SWAMI Council. Notification about significant modifications to the policy must be published on the
SWAMI website no later than 3 weeks in advance. The Advisory Committee should also be directly notified. Minor changes to the policy such as spelling
and factual corrections can be made directly by the SWAMID Policy Management Authority.

Updating the policy document involves the following steps: First a new version number is assigned to the updated policy document. If a minor change is
implemented the minor version number will be incremented by one. If a significant update is implemented the major version number is incremented by one
and the minor version is set to zero (0). Next the document is updated and the version number in the heading is changed to reflect the newly assigned
version. Finally the document is published following the procedure in this document.

Specifying additional technology addenda which in no other way modifies the policy is regarded as a minor update and will result in a minor version
number update of the policy. The reason for this is that inclusion of a new technology federation in SWAMID does not directly impact existing members
who do not wish to become members of the new technology federation.

Information publication and notification

All information about the policy, technology addenda, public meeting minutes and agenda and any other document or procedure pertaining to SWAMID is
published on the SWAMID website [http://www.swamid.se. Notification about updates to the website must be done by updating the RSS-feed http://www.
swamid.se/announce and also by sending email to the open list announce@swamid.se. Information about how to subscribe to the mailing list and how to
use the RSS-feed is published on the SWAMID web site. All members are strongly encouraged to use at least one of these mechanisms to obtain
notifications about updates.

Member procedure requirements

Identity management

Identity Management are the practices and procedures by which the identity of a person or another object is determined, a corresponding electronic
identity is issued, and the corresponding credentials to be used in authentication are generated and protected. Identity management also involves
collecting and managing additional identity attributes associated with entities.

Identity management is an underlying process which enables federations. Although not directly related to any federation technology, an understanding of
identity management is central to the operations of a federation. Identity management supports authentication services.

The relative strength of authentication imparts a level of assurance (LoA) onto an associated claim of identity. This measure of the degree of uncertainty of
the claim of identity is an important tool for policy control. All SWAMID technology federations use the same vocabulary to describe LoA values. This
vocabulary is described in NIST Special Publication 800-63: Electronic Authentication Guideline: http://csrc.nist.gov/publications/nistpubs/800-63/SP800-
63V1_0_2.pdf.

Irrespective of the level of assurance of the authentication mechanism employed by any given technology federation, the identity management for
SWAMID member identities must be organised to fulfil the requirements of a technology federation providing authentication at a raised level of assurance.
This means that in order to be eligible for membership in SWAMID an organisation must manage identities and credentials in such a way so as to be able
to participate in technology federations which require a level of assurance of at least 2. This requirement is not applicable to members which do not provide
identification services in any technology federation.

All prospective SWAMID members must submit a document describing how identity management is done in the organisation. The document is free-form
but must describe the procedures and practices in sufficient detail to allow eligibility for SWAMID membership to be evaluated. In particular, this document
must describe the LoA values which the identity management is able to support. This requirement is not applicable to members which do not provide
identification services in any technology federation.

In order to achieve scalable identity management with a high degree of assurance, prospective SWAMID members are encouraged to review the
additional documentation provided on http://www.swamid.se about identity management best practices.

Service management
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Federations contain identities and services. Both services and identities must be managed by Federation Members. Unlike identity management which can
in part be described independent of any technology federation, service management is entirely dependent on the technology federation. The technology
addenda describe requirements for service management in each particular case.

End user support

Member organisations, regardless of weather they provide services, identification or both in a SWAMID technology federation, are responsible for 1st line
(e.g. callcenter or equivalent) and 2nd line (technical support and problem classification) support for its end users. Membership in SWAMID does not
mandate any specific service level for this service but members are encouraged to maintain a help desk for normal office-hours in the local time zone of
the member organisation for user queries. Each End User is identified by at least one Federation Member. These members are called the Identifying
Members of the End User.

The Operations Team will act as a 3rd line support for support requests from the 2nd line support of member organizations. Member organisations must
not redirect end user queries directly to the Operations Team but must make every effort to ensure that only relevant technical problems and queries are
sent to the Operations Team.

Local acceptable use policy

Each Federation Member is required to publish an local "acceptable use policy" which must be made publicly available and easily accessible to end users
from other organisations in the federation. This policy must contain information about any activities and/or behaviour which is deemed unacceptable when
accessing services published by the Federation Member.

When accessing a service the End User is required to follow the local acceptable use policy for the Federation Member publishing the service rather than
that of any of the Identifying Members of the End User.

Each Federation Member should make acceptance of the the local acceptable use policy a natural part of the service access process.

General Operational Requirements

This policy is a technology independent policy and operational requirements inherently depend on the specifics of a SWAMID technology federation. It is
nevertheless possible to specify a common baseline for operational requirements for IT systems and services:

Members of SWAMID are required to manage all IT systems and services required for membership in a SWAMID technology federation according to
common and well known best practices for IT service operations and should aim for 24x7 availability of said services while maintaining a continued focus
on the security of said services. However, members are not required to provide any guarantees as to the availability of said services.

Technology Addenda

A technology addendum to this policy details specific requirements for members and partners of SWAMID for participating in the technology federation
associated with that addendum. There is one technology addendum for each technology federation in SWAMID.

Adding technology federations to SWAMID is to be treated as a policy update and must be done in accordance with this policy.

The list of technology addenda and corresponding technology federations is as follows:

Technology federation Addendum

SWAMID EduRoam urn:mace:swami.se:swamid:eduroam
SWAMID Shibboleth General Assurance = urn:mace:swami.se:swamid:shibboleth:ga

SWAMID Shibboleth High Assurance urn:mace:swami.se:swamid:shibboleth:ha

A technology addendum document must include the following sections:

Section Explanation
Technology An explanation and overview of the technologies involved in the technology federation. In particular the federation services must be listed.
Vocabulary The following concepts must be mapped to their counterparts in the technologies involved:

1. Service Provider (SP)
2. Identity Provider (IdP)
3. Level Of Assurance (LoA)
This section must also include any limitations imposed by the technology relevant for the interpretation of this policy.

Membership eligibility A description of the criteria for membership eligibility.

Member requirements | All requirements not covered in this policy must be listed including any documents and/or requirements which must be fulfilled before
membership is granted.

Operational Any additional operational requirements.
requirements



Interfederation agreements

SWAMID may decide to interfederate with other federations. Interfederation agreements are listed in the policy document and in relevant technology
addenda. Updates (listing additional agreements for instance) to the list of Interfederation agreements is done using the normal process for policy updates.
The list of Interfederation agreements is currently empty.

Fees

The SWAMI Council will decide on yearly fees for SWAMID members which will cover the operational costs of SWAMID. This decision must be made no
later than on September 1st each year or the fees will default to the fees from the previous year.

Liability

The Operations Team or SWAMI Council shall not be liable for damage caused to the Federation Member or its End User. Federation Member shall not be
liable for damage caused to the Operations Team or the SWAMI Council due to the use of the federation services, service downtime or other issues
relating to the use of the federation services.

The Federation Member is required to ensure compliance with the Swedish personal data act (SFS 1998:204: Personuppgiftslagen). The Operations Team
or the SWAMI Council shall not be liable for damages caused by failure to comply with this law on behalf of the Federation Member or its End User relating
to the use of the federation services.

The Federation Member is required to inform End Users about the existence of local acceptable use-policies which may be applicable when End Users
use services published and/or belonging to other Federation Members.

For any other damage, the liability for damages in case of a breach is limited to one thousand (1000) euros.

The Operations Team and the Federation Member shall refrain from claiming damages from other Federation Members for damages caused by the use of
the federation services, downtime or other issues relating to the use of the federation services.

Neither party shall be liable for any consequential or indirect damage.
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