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SWAMID
ADFS som IdP i SWAMID

Workshop om hur Microsoft Active Directory Federation Services (ADFS) fungerar
pa ett bra satt som identitetsutgivare (IdP) i SWAMID

Tommy Larsson & Johan Peterson
tommy.larsson@umu.se resp. johan.peterson@liu.se
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Agenda

» Valkomna och presentation av alla deltagare
» Mal med eftermiddagen
» Nyheter tADFS 2019

> MFA
Refeds/Azure/Custom (additional authentication rules)

» Custom Claims Provider
> ADFS Toolkit

J

SWAMID
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Valkomna och presentation av alla deltagare

Laget runt

» Vem ar du?

» Var kommer du ifran?

» Vad forvantar du dig av dagen”?

» Hur mycket erfarenhet har du av SWAMID?
» Hur mycket erfarenhet har du av ADFS?

J

SWAMID
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Mal med eftermiddagen

>
>
>

Dela med oss SWAMIDs kunskap
Dela med sig av alla deltagares kunskap

Diskutera vad som ar vagen framat fér ADFS | SWAMID

J

SWAMID
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Nyheter ADFS 2019

» Externa providers som primar autentisering
» Loésenord som andra faktor
» Plugins for "Threat protection”

» ESL (Extranet Lockout
Protection) forbattringar

» Nyheter fran Ignite

J

SWAMID


https://myignite.techcommunity.microsoft.com/sessions/64556?source=TechCommunity
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FOrbattringar

>

V YV VY

YV V V V

Remote PSH med smarta kort
Specificera andra faktor per RP (genom grupper)
Hantera TLS device auth tOr applikationer

MFA freshness, parameter i Azure
AD kan prompta aterinloggning med bara andra faktorn

Paginerad inloggning

Battre support for "Modern apps"

Battre sakerhet | Oauth flédet med en "code verifier"
https://adfshelp.microsoft.com/

J

SWAMID


https://adfshelp.microsoft.com/

J

ADFS och MFA S

> Refeds MFA
» AuthContextClass Microsoft

> Azure MFA

» Microsoft Authenticator
» TOTP dosa

» Custom/third party MFA Provider

L0l

SUNET
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ADFS Anpassning

» Logo

» Bakgrundsbild

» Help + Privacy lank
» OnlLoad.js

» Export-AdfsWebTheme
-Name DefaultAdfs2019
-DirectoryPath

» Set-AdfsWebConfig
-ActiveThemeName custom

J

SWAMID
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ADFS Toolkit SWAMID

» En PS modul t6r att konsumera
SWAMIDs metadata

» Samarbete mellan SWAMID
och CAF B e

517 Minimum PowerShell version
ownios 5.0

»> Forenklar attributrelease och  Zape oo
hantering av RP:sidin ADFS == = d

Project Site
. License Info
r r ] | O cccccccc wners

Report

Chris Phillips and Johan Paterson
. o
» Finns pa PowerShell Gallery

(c) 2017 Chr: is Phillips CANARI E. Johan Peterson SWAMID http://www.apache, .org/licenses, /LICENSE -2.0

https://www.powershellgallery.com/packages/ADFSToolkit

Packages Publish Statistics Documentation

L0l
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https://www.powershellgallery.com/packages/ADFSToolkit/1.0.0.0

Att tdnka pa

» 1% installation
» 10% konfiguration

> 88% forberedelse
och planering av
attributrelease

» 1% WTE?!

L0l
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ADFS Toolkit — hur funkar det?

g

Load and verify

Verify metadata Compare entities in
Download Save metadata ; i
metadata cache No signing certand the metadata with
metadata cache
signature the entity cache

configfile
Start ) NS J \ O
Handle each new/ Loolf et Delete the
: that's notin the L
changed entity removed entities
metadata anymore
(D) (63 End
SR Y
Yes
Is entity Add encryption and Calculate attribute Add manual Hash entity xmi and
manually : : release fom entity attribute release
signing certificates ; add to entity cache
overridden?, categories if configured
Start End
/ AN s AR N Y
h 4

Start

Manage Encryption Certificate

Certificate(s)
with ‘use’ =
encryption?,

5 ’ \

Choose certificate
with furthest
End Date

Add encryption
certificate

Certificate(s)
with ‘use’ I=
signing?

“ontinue without encryption certificate

v

Manage Signing Certificate

Start

Certificate(s)
with ‘use’ =
signing?

\Y"L % / N

Ves Add signing ‘
3 certificates ‘

O

Certificate(s)
with ‘use’ =
encryption?,

S

End

No = Continue without signing ce

SWAMID
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Huvudprocessen

}

Does a Verify metadata
Download Save metadata 3

SWAMID

Compare entities in

e —»< metadata cache >——=—No—» —> —»  signing certand —» the metadata with

configfile : metadata cache :
exists? signature

the entity cache

|

k for entiti
Handle each new/ LOO, s R Delete the
: A I AL RS Er— 2
changed entity removed entities
metadata anymore
+
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ADFS Toolkit — hur funkar det?

g

Load and verify

Verify metadata Compare entities in
Download Save metadata ; i
metadata cache No signing certand the metadata with
metadata cache
signature the entity cache

configfile
Start ) NS J \ O
Handle each new/ Loolf et Delete the
: that's notin the L
changed entity removed entities
metadata anymore
(D) (63 End
SR Y
Yes
Is entity Add encryption and Calculate attribute Add manual Hash entity xmi and
manually : : release fom entity attribute release
signing certificates ; add to entity cache
overridden?, categories if configured
Start End
/ AN s AR N Y
h 4

Start

Manage Encryption Certificate

Certificate(s)
with ‘use’ =
encryption?,

5 ’ \

Choose certificate
with furthest
End Date

Add encryption
certificate

Certificate(s)
with ‘use’ I=
signing?

“ontinue without encryption certificate

v

Manage Signing Certificate

Start

Certificate(s)
with ‘use’ =
signing?

\Y"L % / N

Ves Add signing ‘
3 certificates ‘

O

Certificate(s)
with ‘use’ =
encryption?,

S

End

No = Continue without signing ce

SWAMID
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ADFS Toolkit — hur funkar

T S,

Load and verify - Download Save metadata \(erfy H2EeEE SOERIE AT
metadata cache No signing certand the metadata with
configfile metadata cache
signature the entity cache
Start
J \ \ J N Y

Look for entities

Handle each new/ n Delete the
A that's notin the L
changed entity removed entities
metadata anymore

RN DR End
—

Is entity Add encryption and Calculate attribute Add manual Hash entity xml and
manually N SRR release fom entity attribute release B s K
overridden?, gning catn'es if configured Y

h 4

Certificate(s) Certificate(s) thoose certificate Add encryption
with ‘use’ = NC with ‘use’ I= with furthest cemﬁcr};?e
encryption?, signing? End Date

Continue without encr yption cer rtificate

Manage Signing Certificate 3

Manage Encryption Certificate

Entity Sub Process

Certificate(s) Certificate(s| Add signing ‘

with ‘use’ = N with ‘use’ = Yes >
certificates
signing? encryption?,
\ O End
No = Continue without signing certificate

SWAMID
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Per entitetsprocessen

Is entity
manually ——NO
overridden?

Manage Encryption Certificate

N Add ¢ncryptipn and
signing certificates

Calculate attribute Add manual Y
—» release fomentity ————»  attribute release ———» Y
, : \ add to entity cache
categories if configured
i T

L

\ 4

Certificate(s)
with ‘use’ =
encryption?

R ——No—>»

Start

Entity Sub Process

Manage Signing Certificate

N

Certificate(s)
WIREUSERIS 0 Y e S
signing?

Choose certificate
with furthest
End Date

Add encryption
certificate

R —

L

Certificate(s)
with ‘use’ =
signing?

Certificate(s)
with ‘use’ I=
encryption?

L

Add signing
certificates
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> Men forst...

»> ...ett offer till
demogudarna!
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Titta p& SWAMIDs wiki!

&« C 8 htips://wiki.sunet.se/display/SWAMID/How+to+consume+SWAMID+metadata+with+ADFS + Toolkit

5

 Services/Collaborations

@ SWAMID Wiki

b Getting Started with SWAMID

Contact SWAMID

SWAMID News

SWAMID Advisories

P SWAMID Events

P SWAMID ldentity Assurance

» SAML Entity information

P SAML WebSSO Service Provider Best Current Pra...
w SAML WebS50 |dentity Provider Best Current Pra...

Add information on the white page that is displ...

Automatisk installation av Shibboleth IdP versi...

Tamtitr s (o mt mms i e Fowe Ledmms it 0 Dl el e

SWAMID / SWAMID Wiki / SAML WebSSO Identity Provider Best Current Practice

How to consume SWAMID metadata with ADFS Toolkit
Planning Your Installation

System Requirements
ADFS Toolkit must be installed on a Windows Server (your AD FS host) with:

o Microsoft AD FS w3 or higher

* Local administrator privileges to schedule privileged jobs

s AD FS administrator-level permissions to run PowerShell commands

+ Acceptance of the security considerations running PowerShell retrieved from Microsoft's Pc

While not a firm requirement, we strongly suggest a test AD FS environment to perform the inste
Console (MMC).

Minimum Server 0S5
Windows Server 2012 RZ or newer is the minimal level of OS supported. You should also be curren

Minimum PowerShell Version
ADFS Toolkit uses Microsoft's PowerShell with Windows Management Framework (WMF) 5.1. To s

To quickly see which version of PowerShell you have, open a PowerShell window or PowerShell 1S

- —

WMF 5.1 can be downloaded from here: https://docs.microsoft.com/en-us/PowerShellfiwmf/5.1/inst

N

SWAMID

https://wiki.sunet.se/display/SWAMID/How+to+consume+SWAMID+metadata+with+ADFS+Toolkit
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Installation och konfiguration

» Installera ADFS Toolkit fran

PS Gallery
» Install-Module ADFSToolkit

» Konfigurera ADFS Toolkit
» New-ADFSTkConfiguration

» Kontrollera det automat-
skapade schemalagda
jobbet

SWAMID

PS C:\Published powershell Scripts> Install-Module ADFSToolkit
PS C:\Published Powershe11 Scr1pts> New- ADFSTkConf1gurat1on

You are .h(,.m to create a new configuration file for ADFSToolkit.

You will be prompted w
and other question

ith questions about
about your institution.

metadata, signature fingerprint

Hit enter to accept the defaults in round brackets
cmdlet
command.

If you make a mistake or want to je a value after this
you can manually open r!,r u’j-nf ig s or re-run this

metadataURL The to the federate
Please provide a va]ue for metadata RL
signCertFingerprint: Fir

Please provide a value for a1gncartF1nger g A6785A37c9c90cz5ADSF1F6922EF/6/8(97867673AAF4F8
MetadataPrefix: prefix ti the Se

P1ease provide a va]ue for MetadataPref1x Swam1d

o: r instit

P]ease prov1de a va]ue for o: L1nkop1ng Un1ver51ty

co: The untr

P1ease prov1de a va1ue for co: Sweden

(ot

P]ease prov1de a va]ue for c: SE

schacHomeOrganization: The DNS nan f r ‘

Please provide a va1ue for achacHomeorgan1zat1on'
noreduOrgAcronym: e short

Please provide a va]ue for norEduorgAcronym Liu
ADFSExternalDNS: | nar Fs.i

Please provide a value for ADFSExterna]DNS fs test ad 11u se

http ‘/mds swam1d se/md/swam1d 2 O xm]
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Genomgang av utdkad konfiguration

» Fyra olika attributstores
» Static
» Active Directory
> SQL
» Custom Store
» Anvand useGroups for att basera ett
attribut pa medlemskap i grupper

» claimQrigin styra om gruppen ska styra
pa namn eller SID

J

SWAMID
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Genomgang av utdkad konfiguration

» Anvand restrictedvalue for att filtrera
bort varden du inte vill skicka ut

» Anvand allowedRegistrationAuthorities
for att hindra attribut att skickas utanfor
SWAMIDs federation

J

SWAMID
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Hjalp-cmdlets

> (el

J

SWAMID

-ManualADFSIssuanceTransformRulesFromADFSTK

> Im

oort-ADFSTkMetadata -ConfigFile [config] -Entityld [id]



